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Summary: Operation and Performance of the Office

of the State Inspector General

WHAT WE FOUND

OSIG's staffing has stabilized and employee satisfaction is high

The Oftice of the State Inspector General (OSIG) faced significant organizational
challenges during its early years. The agency has had three different inspectors general
since it was created in 2012. OSIG also experienced extraordinarily high staff turnover,

largely because staff from other agencies were required to transfer to OSIG.

Under the current inspector general, though, OSIG
is showing signs of stabilizing and beginning to build
a positive organizational culture. OSIG’s current em-
ployees report being satisfied with OSIG as a place
to work. Staff turnover has slowed, and the agency
now has a well-defined organizational structure,
along with well-defined administrative and financial
policies.

OSIG is not adequately fulfilling its
intended role as a centralized investigative

WHY WE DID THIS STUDY

In 2018 the Joint Legislative Audit and Review Commis-
sion (JLARC) directed its staff to study the operation and
performance of the Office of the State Inspector General.

ABOUT OSIG

The Office of the State Inspector General (OSIG) is a rel-
atively new state agency that was created in 2012. OSIG
took over some investigative staff and functions that ex-
isted at other agencies but also was given a new respon-
sibility to conduct performance audits of state agencies.

agency
OSIG has effectively promoted the State Fraud,
Waste, and Abuse Hotline, providing multiple ways for employees and the public to
report allegations of potential wrongdoing in state government. When OSIG con-
ducts its own investigations, the investigations use appropriate techniques that result
in sound conclusions. Its investigators are well qualified, experienced, and each is cer-
tified as an investigator by the Association of Inspectors General.

However, OSIG conducts a small portion of the state’s investigations into fraud,
waste, or abuse, despite its role as the state’s inspector general and its statutory duty to
investigate such allegations. OSIG has conducted less than 5 percent of all investiga-
tions for the State Fraud, Waste, and Abuse Hotline since the agency’s inception; and
most of its own investigations concern allegations of criminal conduct. The vast ma-
jority of investigations into allegations of administrative violations are conducted by
other agencies’ internal audit divisions. Some administrative investigations are also
conducted by designated “hotline coordinators” at agencies without internal audit di-
visions. These coordinators have other responsibilities and are not trained as profes-
sional investigators.

OSIG’s heavy reliance on other agencies to investigate allegations of fraud, waste, or
abuse appears counter to legislative intent and inconsistent with Virginia’s transition
to a centralized inspector general. A key benefit of a centralized, statewide inspector
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Summary: Operation and Performance of the Office of the State Inspector General

general is the ability to ensure that investigations are conducted independently by in-
vestigators with the proper training and experience.

Vast majority of hotline investigations have been conducted by agencies with
an internal audit division (FY13-19)

Agency without 0SIG
internal audit division 4% | 102 Investigations

223 Investigations q’

2,375
Investigations

Agency with
internal audit division
2,050 Investigations

NOTE: JLARC analysis of OSIG data. Percentage totals do not sum because of rounding.

OSIG has not adequately fulfilled its statutory responsbility to oversee
behavioral health and developmental services facilities and providers

OSIG has met the requirement that it inspect Department of Behavioral Health and
Developmental Services (DBHDS) facilities annually and established a complaint line
to receive complaints from individuals receiving services from DBHDS or commu-
nity-based providers regulated by DBHDS. However, OSIG has not adequately pro-
moted the complaint line or established a structured process for investigating com-
plaints.

More fundamentally, though, OSIG has done little else to meaningfully fulfill its stat-
utory role to identify issues related to quality and safety that need to be addressed. Its
oversight of community-based providers has been minimal. It also has done little to
analyze available DBHDS data to identify problems across facilities or providers.

OSIG has struggled to build a fully effective performance audit
function

OSIG’s performance audit function is still a work in progress. When it was created,
OSIG had few staff with the expertise to conduct performance audits. Consequently,
OSIG built staff capacity over time and now employs 15 performance audit staff.
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Summary: Operation and Performance of the Office of the State Inspector General

OSIG’s performance audits have been of uneven quality and take too long to conduct.
This is largely due to the difficulty OSIG has had building a staff to effectively conduct
performance audits. An OSIG staff member observed that “new employees get here

and show they really do not have any knowledge of performance auditing,”

OSIG needs to scale back the performance audit function and strengthen it. Some of
the staff positions currently allocated to performance audits need to be reallocated to

investigations and behavioral health oversight.

WHAT WE RECOMMEND
Legislative action

Direct OSIG to better fulfill its intended role as Virginia’s central investiga-
tive agency by directly investigating the state’s most serious allegations of
administrative violations (including at higher education institutions).

Direct OSIG to discontinue referral of allegations to agencies without in-
ternal audit divisions.

Clearly define the goal of OSIG’s oversight of behavioral health and devel-
opmental services facilities and providers.

Direct OSIG to implement a plan to conduct effective system-level over-
sight of the quality and safety of behavioral health and developmental ser-
vices facilities and providers.

Limit OSIG to two performance audits per year for a four-year trial period.

Executive action

Determine the number of investigative staff needed to fulfill the role as the
state’s centralized investigative agency and reallocate existing staff as neces-
saty.

Identify four to six highly capable performance auditors to implement a
scaled-back performance audit program.

Define a new performance auditor position that more accurately reflects
the full range of skills needed.

The complete list of recommendations is available on page v.
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Recommendations and Options: Operation and
Performance of the Office of the State Inspector
General

RECOMMENDATION 1

The Office of the State Inspector General should establish and implement a process
by which its chief of investigations reviews and approves each decision to dismiss an
allegation reported to the State Fraud, Waste, and Abuse Hotline without conducting
an investigation. (Chapter 3)

RECOMMENDATION 2

The Oftice of the State Inspector General should develop and implement a more
proactive and purposeful process to supervise investigations of allegations it has del-
egated to other agencies to ensure the quality, independence, and timeliness of inves-
tigations. (Chapter 3)

RECOMMENDATION 3

The Office of the State Inspector General (OSIG) should track the implementation
status of recommendations made in previous OSIG investigations and encourage ac-
tion on recommendations not yet implemented by agencies. (Chapter 3)

RECOMMENDATION 4

The General Assembly may wish to consider amending § 2.2-309.B of the Code of
Virginia to require that the Office of the State Inspector General directly investigate
the state’s most serious allegations of administrative violations and only refer allega-
tions for investigation to other agencies that (i) are below a dollar threshold (to be
developed by the inspector general); (i) would not reflect poorly on agency leadership
if proven true; and (iii) appear relatively straightforward to investigate. (Chapter 3)

RECOMMENDATION 5

The General Assembly may wish to consider including language in the Appropriation
Act directing the Office of the State Inspector General to discontinue its practice of
referring allegations for investigation to agencies without internal audit divisions and
directly investigate these allegations. (Chapter 3)

RECOMMENDATION 6

The Office of the State Inspector General should determine the number of investi-
gative staff it needs to fulfill its intended role as the state’s centralized investigative
agency and reallocate existing staff to meet that need. (Chapter 3)
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Recommendations: Operation and Performance of the Office of the State Inspector General

RECOMMENDATION 7

The General Assembly may wish to consider repealing § 2.2-309.B of the Code of
Virginia so that OSIG will have full discretion to investigate all serious allegations of
waste, fraud, or abuse at public institution of higher education. (Chapter 3)

RECOMMENDATION 8

The Office of the State Inspector General should develop and implement a program
for regularly promoting awareness of its complaints line among residents of facilities
operated by the Department of Behavioral Health and Developmental Services

(DBHDS) and individuals receiving services from community-based providers regu-
lated by DBHDS. (Chapter 4)

RECOMMENDATION 9
The Office of the State Inspector General should develop written criteria and guid-
ance for consistently determining which complaints regarding services provided or

regulated by the Department of Behavioral Health and Developmental Services
(DBHDS) it should investigate directly or refer to DBHDS. (Chapter 4)

RECOMMENDATION 10

The General Assembly may wish to consider amending § 2.2-309.1 of the Code of
Virginia to more clearly establish that the primary goal of the Office of the State In-
spector General’s oversight of the Department of Behavioral Health and Develop-
mental Services and community-based providers is to identify system-level issues that
affect quality of care and safety across facilities or providers and recommend solutions
to address them. (Chapter 4)

RECOMMENDATION 11

The General Assembly may wish to consider including language in the Appropriation
Act to direct the Office of the State Inspector General (OSIG) to develop and imple-
ment a plan to conduct system-level oversight of the quality of care and safety across
Department of Behavioral Health and Developmental Services facilities and commu-
nity-based providers. The plan should set forth the primary oversight activities that
OSIG plans to undertake, as well as the number of additional staff positions and types
of expertise necessary to carry out these activities. OSIG should submit the plan to
the House Appropriations and Health, Welfare and Institutions Committees, and the
Senate Finance and Education and Health Committees no later than June 30, 2020.
(Chapter 4)

RECOMMENDATION 12

The General Assembly may wish to consider including language in the Appropriation
Act directing the Office of the State Inspector General (OSIG) to conduct only two
performance audits annually in FY21-24. Each year one audit topic should be chosen

by the chief of staff in consultation with the governor’s cabinet and one audit topic
should be chosen by OSIG. (Chapter 5)
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Recommendations: Operation and Performance of the Office of the State Inspector General

RECOMMENDATION 13

The Office of the State Inspector General should consult with the Department of
Human Resource Management to define a performance auditor position that more
accurately reflects the full range of skills needed. (Chapter 5)

RECOMMENDATION 14

The Office of the State Inspector General should consult with the Department of
Human Resource Management to identify four to six highly capable performance au-
ditors to implement the scaled-back performance audit program. Individuals can be
from the current performance audit staff and individuals hired under the newly de-
fined performance auditor position that have the full range of skills needed. (Chapter

5)

OPTION 1

The General Assembly could direct staff with the Joint Legislative Audit and Review
Commission to conduct a follow-up review of the Office of the State Inspector Gen-
eral performance audit program after Y24 to determine whether the scaled-back pro-
gram has been successful. (Chapter 5)
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1 Virginia Office of the State Inspector

General

SUMMARY Inspectors general exist to promote government accountability and ensure that
agencies and programs are operating efficiently and effectively. Virginia's Office of the State
Inspector General is one of only nine statewide centralized inspector general offices in the
U.S. OSIG was created in 2012 by consolidating the inspector general functions at four state
agencies. OSIG has a broad range of statutory responsibilities, including operating the State
Fraud, Waste, and Abuse Hotline and conducting investigations; overseeing state facilities
and service providers for individuals with behavioral health and developmental disabilities;
and conducting performance audits of state agencies. OSIG is a relatively small state agency,

with an annual appropriation of $6.8 million and 40 staff in FY20.

In 2017 the Joint Legislative Audit and Review Commission (JLARC) directed its staff
to review the Office of the State Inspector General (OSIG). The office was created in
2012 and had not been reviewed. The mandate for this study directed JLARC staff to
evaluate OSIG’s

e overall performance, management, and stability;

e cffectiveness, efficiency, and independence as the state’s centralized inspec-
tor general;

e role and authority in inspecting and investigating incidents in jails and other
state facilities where individuals are held (see sidebar);

e role in conducting performance evaluations of state agencies; and

e sufficiency of staffing levels and staff expertise. (See Appendix A for the
study mandate.)

To address the study mandate, JLARC staff conducted surveys of state agencies that
have undergone performance audits by OSIG, internal audit directors regarding the
State Fraud, Waste, and Abuse Hotline, and OSIG staff; conducted interviews with
staff at OSIG and other state agencies, staff in other states with centralized inspector
general offices, and stakeholders and experts on governmental oversight; analyzed data
on allegations submitted to the hotline and state agency staffing data; reviewed the
research literature on a variety of topics related to inspectors general and governmen-
tal oversight; and conducted structured assessments of subsets of OSIG performance
audits and fraud investigations conducted by OSIG and other state agencies. (See Ap-
pendix B for the research methods used in this study.)

Commission draft
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Governor McDonnell’s
2010 Government Re-
form and Restructuring
Commission concluded
that a centralized inspec-
tor general would better
be able to investigate al-
legations of fraud, waste,
and abuse and improve
agency performance gen-
erally.

Chapter 1: Virginia Office of the State Inspector General

Virginia created a centralized office of the state
inspector general to improve state government

The 2012 General Assembly created OSIG as Virginia’s statewide inspector general by
consolidating the inspector general functions of the four state agencies with inspectors
general (IG): the Departments of Behavioral Health and Developmental Services
(DBHDS), Corrections (DOC), Juvenile Justice (DJJ), and Transportation (VDOT).
Operation of the State Fraud, Waste, and Abuse Hotline and oversight of internal
audit divisions in state agencies were transferred to OSIG from the Division of the
State Internal Auditor within the Department of Treasury. Some staff were transferred
to OSIG, while other staff remained at these agencies to continue to operate smaller
internal audit and investigative divisions. OSIG also was tasked with several new re-
sponsibilities, including conducting performance reviews of state agencies.

IGs typically exist to ensure government accountability and promote efficient and ef-
fective government agencies and programs. They typically fulfill this role by investi-
gating allegations of fraud, waste, and abuse; conducting audits or performance eval-
uations of state agencies or programs; and undertaking more specific oversight
activities, such as monitoring particular types of programs or facilities where individ-
uals are held.

IGs are fairly common throughout government. A 2015 study found 73 IGs at the
federal level, 109 at the state level, and even 47 at the local level. IGs vary significantly
in their responsibilities, authority, and independence. For example, centralized and
statewide IGs are likely to have a broad range of investigative and oversight responsi-
bilities, while an IG with a specific government agency is likely to have responsibilities
unique to its agency and programs. Lastly, IGs can have more or less independence
depending on several factors, such as their funding source, the process for selecting
the inspector general, and to whom the inspector general reports.

Virginia is in the minority of states, though, with a centralized statewide inspector
general. Only nine states, including Virginia, have centralized statewide 1Gs (Figure 1-
1). The remaining 41 states have IGs for one or more state or local agencies, but these
do not have jurisdiction across state government.
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Chapter 1: Virginia Office of the State Inspector General

FIGURE 1-1
Only 9 states have centralized, statewide inspectors general

s
% ¥

SOURCE: JLARC analysis of information from the Association of Inspectors General.

Virginia's Office of the State Inspector General has
several responsibilities

In creating a statewide inspector general, the General Assembly tasked OSIG several
responsibilities aimed at ensuring efficiency, effectiveness, and integrity across state
government. OSIG has three primary statutory responsibilities:

e conducting investigations into allegations of fraud, waste, or abuse in state
and non-state agencies, such as state boards and commission;

e conducting oversight of DBHDS facilities and community providers of
services for individuals with a mental illness or developmental disability;
and

e conducting performance audits of state agencies and programs.

These statutory responsibilities give OSIG review authority over all executive branch
entities, including the state’s 15 public higher education institutions as well as state
boards and commissions. OSIG also has authority to investigate potential fraud, waste,
or abuse involving local departments of social services. OSIG’s oversight authority
generally does not extend to entities in the legislative or judicial branch.
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Chapter 1: Virginia Office of the State Inspector General

OSIG operates the state fraud hotline and investigates fraud, waste,
and abuse allegations

OSIG receives allegations of fraud, waste, or abuse in state government and conducts
or coordinates investigations to determine whether these acts are taking place. As re-
quired by statute, OSIG receives allegations from state agencies about potentially
fraudulent transactions involving state entities or local constitutional officers and ap-
pointed officials. The vast majority of allegations are submitted through the State
Fraud, Waste, and Abuse Hotline, which OSIG is required by statute to operate. The
hotline was originally established through an executive order in 1992, and since then
governors have revised the guidelines for its operation. In 2012, Governor McDonnell
issued an executive order (EO52) making the hotline available to all Virginia citizens
in addition to state employees. OSIG continues to operate the hotline under this ex-
ecutive order.

Since OSIG began operating the hotline in July 2012, more than 4,100 allegations of
fraud, waste, or abuse have been submitted. (Each allegation may include multiple in-
stances of alleged wrongdoing.) About 58 percent of those allegations have resulted
in a formal investigation. Many of the hotline allegations received by OSIG staff in-
volve employee abuse of state leave policies, such as not working a full day or not
using required leave, or the misappropriation of state funds or property.

OSIG has broad authority to access state agencies and exercise law enforcement pow-
ers as part of its investigations. The agency has six investigators with law enforcement
authority. (OSIG has statutory authority to employ up to 30 investigators with law
enforcement authority). These investigators, as well as the inspector general, have au-
thority to issue summonses for violations of statutes OSIG is required to enforce,
obtain and serve criminal warrants, and administer oaths in order to receive complaints
and conduct investigations. As part of its investigations, OSIG also has authority to
enter any state agency unannounced, question any agency staff or contractors, and
access any records or data.

OSIG has oversight of DBHDS facilities and community-based
providers

OSIG conducts several oversight activities related to state facilities and community-
based providers serving individuals with behavioral health needs or developmental dis-
abilities. OSIG is required by statute to conduct annual inspections of state facilities
and providers for the purpose of preventing problems, abuses, and deficiencies and
improving the effectiveness of services through policy and operational recommenda-
tions. OSIG conducts annual inspections of the 13 state facilities operated by
DBHDS, including the nine state hospitals for individuals with serious mental illness.
OSIG also reviews some complaints it receives regarding behavioral health and devel-
opmental disability facilities and community-based providers, and certain deaths of
individuals they served.
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4



Chapter 1: Virginia Office of the State Inspector General

OSIG conducts performance audits of state agencies and public
higher education institutions

In addition to the functions transferred to OSIG from other state agencies, the agency
was given a new responsibility to “conduct performance reviews of state agencies to
assess the efficiency, effectiveness, or economy of programs ...”. Under this authority,
OSIG can review any executive branch entity, including the state’s 15 public colleges
and universities.

Since OSIGs creation in FY12, the agency has completed 32 performance reviews, or
“performance audits” (sidebar). These reviews have covered 18 state agencies in seven
different secretariats as well as three higher education institutions.

Performance reviews are conducted by staff and senior auditors at OSIG. Reports
from performance reviews are published on OSIG’s website and provided to the
agency being reviewed, the relevant cabinet secretary, the governor’s office, and the
chairs of the relevant legislative committees and any advisory or oversight committees.

OSIG has no oversight authority of local and regional jail operations
or state correctional facilities

OSIG has limited responsibility related to adult and juvenile correctional facilities.
OSIG’s only oversight responsibilities for local and regional jails stem from its general
oversight responsibilities of DBHDS-licensed providers; jail inmates are some of the
many individuals served by these providers. However, statute explicitly states that
OSIG does not have any oversight authority “over the operation and security of local
jails that is not specified in other provisions of law.” OSIG has done little work related
to jails. Of the 20 published behavioral health and developmental disability reports,
only two relate to jails: a 2014 review of mental health services in jails and a 2014
review of a death in the Hampton Roads Regional Jail.

OSIG’s oversight of adult and juvenile correctional facilities is limited as well. On a
quarterly basis, OSIG staff review data on critical incidents in state prisons and juve-
nile justice facilities and summarize any trends in an annual report.

Other entities have responsibilities similar to OSIG’s

Numerous other executive branch and legislative entities have responsibilities similar
to OSIG. In addition to OSIG, several other state entities are responsible for investi-
gating allegations of fraud, waste, and abuse. Statute requires state and local officials
to report to OSIG, the Auditor of Public Accounts (APA), and Virginia State Police
any potentially fraudulent transactions involving state funds or property by an officer
or employee of state or local government. VSP also has authority to conduct a broad
range of criminal investigations. Other entities are responsible for investigating spe-
cific types of potential fraud. For example, the Office of the Attorney General and
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Chapter 1: Virginia Office of the State Inspector General

the Department of Medical Assistance Services investigate Medicaid provider and re-
cipient fraud, and the Department of Taxation investigates state tax fraud.

At least four other state entities have responsibilities similar to OSIG’s oversight of
wrongdoing at behavioral health, developmental disability, and correctional facilities.
DJJ, DOC, and DBHDS investigate allegations and critical incidents including deaths
within their own facilities (juvenile correctional and detention centers, state prisons,
and state DBHDS facilities respectively). Moreover, since 2018, staff for the Board of
Corrections have reviewed deaths occurring in local and regional jails.

OSIG is led by the State Inspector General and
employs 40 staff

The agency is led by the state’s inspector general, who is appointed by the governor
and confirmed by the General Assembly to a four-year term. Other than the inspector
general, all OSIG staff are classified staff subject to the Virginia Personnel Act. OSIG
is an executive branch agency but exists outside the secretariat structure. The inspector
general reports to the governor’s chief of staff.

Compared with many state agencies, OSIG has a relatively small annual budget and
staff. OSIG was appropriated $6.8 million for FY20. Two-thirds of this appropriation
came from general funds, and most of the remainder was from the Highway Mainte-
nance and Construction fund. Salaries and benefits account for about three-quarters
of agency expenditures; no other category of expenditures exceeds 5 percent of the
total.

OSIG has a total of 40 staff, the maximum it is authorized to employ. About 40 per-
cent of its staff are performance auditors (Figure 1-2). Since its creation in 2012, the
number of staff has ranged from its maximum to as few as 25. OSIG consists of two
primary divisions. The Audit division is responsible for conducting performance au-
dits. All other agency functions fall under the Investigations and Administration divi-
sion (Figure 1-3).
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FIGURE 1-2

OSIG employs 15 performance audit staff, in addition to investigators and
other oversight, executive, and administrative staff

38%

Performance audit 15

Administrative & other 6 — ~ \

Investigative 6

—— Data/IT/Other analysts 5

Hotline operations 2

Executive leadership 3

SOURCE: JLARC analysis of OSIG staffing data as of July 2019.
NOTE: Investigative staff have law enforcement authority.

FIGURE 1-3

OSIG is primarily organized under two deputy inspectors general; one for in-

DBHDS oversight 2

vestigations and administration and another for performance audits

Communications
director

DEPUTY INSPECTOR GENERAL,
Investigations & Administration

STATE INSPECTOR GENERAL

SOURCE: JLARC analysis of OSIG organizational chart as of July 2019.
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2 Management of OSIG

SUMMARY The Office of the State Inspector General (OSIG) faced significant organizational
challenges in its early years. It has had three different inspectors general since 2012. Many of
the staff who were mandated to transfer to OSIG from other agencies were dissatisfied and
have since left. Under the current inspector general, though, OSIG is showing signs of stabi-
lizing and beginning to build a positive organizational culture. OSIG's current employees re-
port being satisfied with OSIG as a place to work, and the high staff turnover rates of 2017
and 2018 have dropped in 2019. OSIG also now has a well-defined organizational structure,
and well-defined administrative and financial policies.

Building a new state agency can be challenging. The newly appointed agency leadership
must create an environment in which staff can be productive as the agency builds the
processes and structures necessary to function effectively. Staff need to believe in the
agency’s mission and have the right skills to effectively perform their jobs. As with any
state agency—but especially one that is relatively new—the agency must also be well
managed to achieve its mission in an effective and efficient manner.

The Office of the State Inspector General (OSIG) was created in 2012 by consolidat-
ing several functions—and some of the employees that performed them—from other
agencies. This created additional challenges beyond just those associated with building
a new agency. Staff from multiple agencies needed to blend together into a cohesive
new group, which can also be difficult to accomplish.

Building OSIG was challenging amid leadership
turnover and staff dissatisfaction

OSIG has had three inspectors general since it was created seven years ago. OSIG’s
first inspector general resigned less than two years after the agency was created. The
agency’s second inspector general served a little more than two years before the Gen-
eral Assembly declined to reconfirm her appointment in February 2017. Several cut-
rent and former OSIG staff described a decline in agency morale after she was not
reconfirmed. The current inspector general served in an acting capacity for more than
a year, was permanently appointed in April 2018, and confirmed by the General As-
sembly in February 2019.

OSIG initially was staffed through mandatory transfers of staff from other state agen-
cies. Staff from the Departments of Corrections (DOC), Juvenile Justice, Transporta-
tion (VDOT), and Behavioral Health and Developmental Services (DBHDS) generally
were required to transfer to the newly created OSIG. Some staff wanted to transfer,
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Staff turnover contrib-
uted to changes in
OSIG's organizational
structure. As staff in su-
pervisory roles left, the
organizational structure
was often changed to
ensure that front-line
staff still had supervisors.

Chapter 2: Management of OSIG

but many did not. In some cases, OSIG reached agreements with these agencies that
allowed staff to work at OSIG temporarily and transfer back.

According to current and former OSIG staff, many employees were dissatisfied be-
cause their responsibilities changed when they transferred to OSIG. For example, sev-
eral investigators who transterred from DOC were frustrated they were primarily in-
vestigating administrative rather than criminal allegations at OSIG. These individuals
eventually left OSIG. Some audit staff who previously worked in the internal audit
divisions at VDOT or DOC left OSIG because they were tasked with conducting
performance audits, which require different skills.

Staff also were dissatisfied because of pay inequities at the new agency. In some cases,
salary levels varied substantially among staff with the same job positions and similar
levels of state service. This was due to differing salary structures at employees’ previ-
ous agencies. According to current and former staff, the pay inequities contributed to
poor morale among lower paid employees performing the same work as their higher
paid colleagues.

Though it is difficult to fully quantify the negative effect of these challenges, it is evi-
dent through the agency’s staff turnover rate. Without stable staffing, it is extremely
difficult to make improvements and then build on them over time as a new agency
matures. OSIG’s employee turnover was higher than the state average in four of the
last five years. There was a noticeable spike in turnover during the period that the prior
inspector general was not reconfirmed. More than one-third of the agency’s staff left
in FY17-18. Of the original OSIG staff, only six still remain.

OSIG appears to be stabilizing and building a
positive organizational culture

OSIG appears to be stabilizing as an organization and is showing signs of developing
a positive organizational culture (Table 2-1). The current inspector general has been in
the position for more than two years, including seven months since being confirmed
by the General Assembly. Within the past year, OSIG’s leadership has begun to focus
on strategic initiatives to improve the agency’s work culture and overall effectiveness.
In January 2019, OSIG reorganized its divisions into a more logical structure that al-
lows for greater coordination among related units. In spring 2019, the inspector gen-
eral concluded a series of meetings with each OSIG employee to address any concerns
about the agency’s management.
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Chapter 2: Management of OSIG

TABLE 2-1
OSIG's staffing is stabilizing and it now has a positive organizational culture

Assessment criteria JLARC assessment

Stable staffing supported by a positive organizational culture o
Well-defined organizational structure o
Well-defined administrative policies and procedures o

SOURCE: JLARC.

Staff turnover may be stabilizing and staff now report being satisfied
with OSIG’s organizational culture

After unusually high staff turnover in the preceding years, staff turnover may decline
going forward. Only three of the 28 staff (11 percent) responding to a JLARC survey
(sidebar) indicated they are considering leaving OSIG within the next year. Staff mo-
rale has markedly improved. Neatly 90 percent of OSIG staff responding to the sur-
vey said they are satisfied overall with OSIG as a place to work. Most staff also ex-
pressed satisfaction with various aspects of the job, including their work-life balance
and the opportunities for job training (Figure 2-1).

FIGURE 2-1
OSIG staff are now generally satisfied with key aspects of their job

Work-life balance?
Opportunities for job training?
Culture of efficiency and effectiveness?

Work assighed consistent with skill level?

SOURCE: JLARC survey of OSIG staff.

OSIG now has a well-defined organizational structure, and financial
and administrative policies

OSIG now has a well-defined organizational structure. The current organizational
structure places the performance audit division under one deputy inspector general,
with the investigations, DBHDS oversight, internal audit oversight, and business and
IT units under another deputy inspector. Similar organizational structures are used by
other inspector general offices throughout the country. OSIG’s current structure is an
improvement from previous structures that artificially segmented parts of the agency.
For example, OSIG recently better integrated hotline staff with special agent investi-
gative staff under a deputy inspector general to ensure coordination between the two
groups.
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OSIG has well-developed policies and procedures needed to implement its adminis-
trative and financial functions. In 2017, the Auditor of Public Accounts conducted an
Internal Control Questionnaire review of OSIG’s policies and procedures for key ad-
ministrative and financial functions, including payroll and human resources, revenues
and expenses, procurement and contract management, and information technology
and security. The review found that OSIG generally had adequate policies and proce-
dures, but cited OSIG for outdated fiscal and accounting documentation and a lack of
policies for processing disbursements. OSIG addressed both concerns later in 2017.

OSIG also has developed key policies and procedures needed to ensure that it can
function effectively as an inspector general office. The agency has several policies in-
tended to maintain staff independence and objectivity. For example, OSIG has a
“Statement of Objectivity” form that requires staff to list any personal or professional
relationships, previous responsibilities, biases, or financial interests that might impair
their objectivity. OSIG law enforcement investigators are required to complete the
form annually, and performance audit staff complete it before beginning a new audit.
Additional key policies include:

e standards of ethics and conflicts of interest, which covers the types of
political activities staff can engage in, prohibits interests in any contracts
with OSIG, and provides guidance on other ethics topics;

e information security policy, developed to comply with state I'T security
standards; and

e background check policy, describing the types of information reviewed
during a background check of any prospective employee.
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3 Investigations of Fraud, Waste, and Abuse

SUMMARY Despite its role as Virginia's centralized inspector general, the Office of the State
Inspector General (OSIG) conducts a small portion of the state’s total investigations into
fraud, waste, or abuse in state government. OSIG has conducted less than 5 percent of all
investigations for the State Fraud, Waste, and Abuse Hotline since the agency’s inception;
and most of its own investigations concern allegations of criminal conduct. The vast majority
of investigations into allegations of administrative violations are conducted by other agen-
cies’ internal audit divisions. Some administrative investigations are also conducted by des-
ignated "hotline coordinators” at agencies without internal audit divisions. These coordina-
tors have other responsibilities and are not trained as professional investigators. This heavy
reliance on investigations by other agencies, particularly by agencies without internal audit
divisions, is not consistent with the objective of a centralized, statewide inspector general. It
also appears contrary to the Code of Virginia's mandate that the State Inspector General
“shall” have the "duty” to investigate allegations of fraud, waste, or abuse. Going forward,
OSIG should prioritize its own investigations program by conducting investigations into the
most serious allegations of administrative violations, rather than having other agencies—in-
cluding institutions of higher education—conduct such investigations on its behalf. OSIG
should reallocate some of its existing positions to investigations so it can better fulfill its role
as the statewide, centralized investigative agency.

The Office of the State Inspector General (OSIG) is required by statute to receive and
investigate allegations of fraud, waste, or abuse at state agencies. An effective investi-
gation program helps to improve government efficiency and effectiveness by identify-
ing wasteful or fraudulent practices. An effective investigative program also is a key
way to deter fraudulent, wasteful, or abusive practices.

OSIG receives allegations from citizens and state employees through the State Fraud,
Waste, and Abuse Hotline (Figure 3-1). Agencies are required to notify OSIG, State
Police, and the Auditor of Public Accounts when a fraudulent financial transaction is
suspected. Once OSIG receives an allegation, hotline staff screen the allegation to
decide whether an investigation is warranted, and if so, whether that investigation
should be conducted by OSIG law enforcement investigators or another agency on
behalf of OSIG.

The appropriate agency then investigates the allegation, which can conclude fairly
quickly or take several months or longer, depending on the severity and complexity of
the allegation. Investigations generally conclude whether the allegations made can be
substantiated, and can result in criminal or disciplinary action against the individuals
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involved. Investigations also can make recommendations to strengthen policies and
procedures to prevent future fraud, waste, or abuse.

FIGURE 3-1
Allegations are reported to OSIG, which then screens and refers certain
allegations for investigation

Reporting Screening Investigation Review and
and referral follow-up
STATE POLICE:
Criminal

Allegation D AUDITOR OF
PUBLIC ACCOUNTS:

By citizen or Accounts fraud
state employee

via Hotline
OTHER AGENCIES:

Allegation
By state agency
With
M internal auditors

OTHER AGENCIES:
With hotline
coordinators

0sIG 0osIG 0sIG

(4

SOURCE: JLARC staff review of Code of Virginia and interviews with state agency staff.

OSIG effectively promotes awareness of fraud
hotline but its screening process needs
improvement

An effective investigation program starts with easily accessible and well-known ave-
nues to report potential waste, fraud, or abuse. Allegations should then be screened to
determine whether an investigation is warranted. OSIG effectively promotes the State
Fraud, Waste, and Abuse Hotline, and though its screening process is generally effec-
tive, it sometimes prematurely dismisses allegations (Table 3-1).

TABLE 3-1
OSIG effectively promotes its hotline, but prematurely dismisses some
allegations

Assessment criteria JLARC assessment
Promotes awareness of reporting options o
Screens allegations effectively to determine whether to investigate O

SOURCE: JLARC adaptation of Principles and Standards for Offices of Inspector General, Association of Inspectors
General.
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OSIG adequately promotes the State Fraud, Waste, and Abuse Hotline
and ensures allegations can easily be reported

OSIG adequately promotes awareness of the potential for fraud among state employ-
ees and the public. The agency e-mails information about the hotline to all state em-
ployees twice a year. In 2012, Governor McDonnell issued executive order 52, allowing
the hotline to accept allegations from any citizen of Virginia, not just state employees.
In recent years, OSIG staff have promoted the hotline through appearances on local
radio and TV programs and at community events (sidebar).

The hotline appears accessible to state employees and members of the public. Similar
to other state and federal fraud hotlines, allegations of wrongdoing can be reported to
OSIG’s hotline in a variety of ways. Individuals can report allegations by calling and
speaking to hotline staff during business hours, leaving a voicemail after hours, or
sending an email or physical letter.

To provide a more anonymous reporting method, in 2017 OSIG developed an online
form allowing individuals to report:

e the dates, times, and locations of the alleged wrongdoing;
e the agency and division involved; and

e the names of the subjects involved.

The online form is likely one of the main reasons the state has received an increasing
number of hotline allegations in recent years (Figure 3-2). About half of the allega-
tions OSIG received through the hotline in FY19 came through the online form.

OSIG’s hotline screening process is generally effective but sometimes
dismisses allegations prematurely

OSIG uses well-defined criteria and extensive guidance materials to assess whether an
allegation submitted to the hotline falls within the hotline’s jurisdiction and warrants
an investigation. The criteria address the severity of the allegation and evidence sup-
porting the allegation, among other relevant factors. The Hotline Policies and Proce-
dures Manual developed by OSIG includes a lengthy list of the types of allegations
that are not within the scope of the hotline. For each allegation received, OSIG’s hot-
line staff complete a screening form designed to determine whether the allegation is
within the jurisdiction of the hotline and meets five additional criteria.
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OSIG has been recog-
nized for its efforts to
promote the State
Fraud, Waste, and
Abuse Hotline. In 2018,
the agency received a
Capital Award of Merit
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For this study, JLARC staff
surveyed state agency in-
ternal audit directors.
Representatives for 19 of
the 32 agencies with in-
ternal audit divisions re-
sponded (59 percent).
The survey included
questions about OSIG's
screening of allegations
submitted to the hotline,
as well as the office's
overall administration of
the hotline.

(See Appendix B for more
information about this
survey.)

Chapter 3: Investigations of Fraud, Waste, and Abuse

FIGURE 3-2
Hotline allegations increased substantially after launch of online form in 2017

Allegations reported to Hotline
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SOURCE: JLARC analysis of OSIG data.
NOTE: An allegation is defined as a phone call, web form, or email describing alleged wrongdoing. Each allegation
may contain multiple types of wrongdoing.

Using these criteria, OSIG staff are generally making reasonable decisions regarding
whether to investigate or dismiss complaints reported to the hotline. Since OSIG was
created, the agency has dismissed approximately one-quarter of the more than 4,000
allegations submitted to the hotline. Hotline staff indicated they dismiss allegations
most frequently because they do not meet established criteria or because of lack of
information. A JLARC review of allegations dismissed by OSIG found that most al-
legations had a reasonable basis for being dismissed, and OSIG’s hotline staff typically
forward allegations that should be investigated. Most internal auditors at other agen-
cies agreed that OSIG forwards allegations that merit formal investigation (sidebar).

Sometimes, however, OSIG prematurely dismisses allegations that may warrant an in-
vestigation. The JLARC review of dismissed allegations found that nearly 20 percent
were dismissed because of a lack of information from the complainant—even though
OSIG staff easily could have gathered additional information to better determine
whether an investigation was needed. For example, two dismissed cases involved alle-
gations that employees were abusing state leave policies or not working full 8-hour
days. In both cases the complainants provided the employees’ names and the state
agency where they worked. However, OSIG staff dismissed the allegations because
the complainants did not provide the specific dates and times of the allegations. OSIG
staff could have contacted the agency to collect more information about the allega-
tions before dismissing them entirely.

Other agencies handling complaints have more structured processes for the dismissal
of allegations. This is true at the Virginia Department of Health Professions (DHP),
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which receives allegations of wrongdoing by health-care providers, such as doctors
and nurses. DHP staff confer with DHP board members, or designated board staff,
before dismissing an allegation deemed within jurisdiction of the department. Board
members or designated staff have sole authority to prioritize allegations for investiga-
tion, determine when additional information is needed before opening a formal inves-
tigation, and dismiss allegations for any reasons other than a lack of jurisdiction. Ac-
cording to DHP staff, this process helps ensure that decisions are made objectively
based on the severity and credibility of the complaint rather than caseloads or available
staffing resources.

Some hotlines are more proactive in gathering additional information about a com-
plaint before determining whether it should be investigated or dismissed. In some
cases, this confirms the need for an investigation. In other cases, it yields compelling
reasons to dismiss the allegation. For example, intake staff with one federal govern-
ment hotline often identify deliberately false allegations by gathering additional infor-
mation to assess a complainant’s motive. If a complainant alleges wrongdoing by his
or her supervisor, staff at the federal hotline determine whether the complainant was
recently subject to any disciplinary actions that might provide a motive for retaliation.

OSIG should improve its existing screening process to ensure that allegations are not
prematurely dismissed. In addition, OSIG should give the chief of investigations re-
sponsibility to review every allegation proposed for dismissal to verify that there is a
reasonable basis for doing so without a full investigation. OSIG’s chief of investiga-
tions has supervisory authority over the hotline and its intake staff (as well as OSIG’s
law enforcement investigators).

RECOMMENDATION 1

The Office of the State Inspector General should establish and implement a process
by which its chief of investigations reviews and approves each decision to dismiss an
allegation reported to the State Fraud, Waste, and Abuse Hotline without conducting
an investigation.

OSIG is not adequately fulfilling its intended role as
state’s centralized investigative agency

A primary benefit of a centralized inspector general is an improved ability to investi-
gate allegations of fraud, waste, and abuse in state government effectively and inde-
pendently. To fulfill its potential, a centralized inspector general’s office must employ
enough trained and experienced investigators to investigate the most serious and cred-
ible allegations of wrongdoing, Delegation of investigations to other agencies should
be limited to less serious allegations and only to agencies with the expertise and inde-
pendence to conduct an effective investigation. OSIG does not allocate enough staff
to effectively perform its investigative mission and sometimes inappropriately refers
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Before OSIG's creation,
the hotline was operated
by the Division of the
State Internal Auditor,
which did not have inves-
tigators with law enforce-
ment authority. When
OSIG was created, the
General Assembly ex-
pressly granted OSIG the
authority to employ its
own investigators with
law enforcement author-

ity.

The executive order
governing hotline inves-
tigations directs OSIG to
“ensure that investigation
and resolution activities
are undertaken in re-
sponse to allegations”
and be “cost-effective”
and “assigned to other
agency investigative staffs
when appropriate to
avoid unnecessary dupli-
cation.”
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allegations to agencies that are not necessarily capable of conducting an effective in-
vestigation (Table 3-2).

TABLE 3-2
OSIG does not allocate enough staff to its investigative unit and sometimes
refers allegations to agencies not equipped to investigate

Assessment criteria JLARC assessment

Allocates agency resources to effectively achieve mission O

Refers allegation only to entities suited to conduct investigations D)

SOURCE: JLARC adaptation of Principles and Standards for Offices of Inspector General, Association of Inspectors
General.

OSIG conducts relatively few investigations and employs far fewer
investigators than authorized

Although the General Assembly created OSIG to centralize investigations of wrong-
doing in state government (sidebar), the office conducts only a small percentage of
investigations received by the State Fraud, Waste, and Abuse Hotline. Since OSIG’s
inception, it has conducted less than 5 percent of all hotline investigations into allega-
tions of waste, fraud, or abuse by state employees (Figure 3-3). The relatively small
percentage of investigations conducted by OSIG raises questions about whether the
agency is fulfilling legislative intent and effectively achieving its core mission as the
state’s central investigative agency.

The General Assembly intended for OSIG to be among the state’s primary investiga-
tive agencies. OSIG’s statute states that OSIG “shall” have the “duty” to investigate
fraud, waste, abuse, or corruption. Much of the benefit of a centralized inspector gen-
eral is having highly qualified, professional investigators who report to an appointed
inspector general who can ensure competence, objectivity, and independence. How-
ever, OSIG has referred more than 95 percent of the hotline allegations it deemed
worth investigating to other agencies to investigate on its behalf.

OSIG cites executive order 52 to explain why they refer most of their cases to other
agencies. The executive order states the importance of “cost-effectiveness” and avoid-
ing “unnecessary duplication” (sidebar). That executive order, however, had the same
language in 2010 (prior to OSIG’s creation as a centralized statewide agency) as the
revised version did in 2012 (after OSIG’s creation). OSIG staff interviewed by JLARC
noted there has been a historical reluctance by the agency to proactively assert its au-
thority to investigate, especially at agencies with internal audit divisions.

In interviews with JLLARC staff, OSIG leadership said the agency did not have enough
investigators to conduct more investigations. OSIG currently employs 10 investigative
staff, which includes six investigators with law enforcement authority, three hotline
staff, and one forensic analyst. At times, OSIG has employed just two law enforcement
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investigators. However, the General Assembly appears to have intended for the cen-
tralized inspector general to have a much more robust investigative staff. The Code of
Virginia authorizes OSIG to employ up to 30 investigators with law enforcement au-
thority.

FIGURE 3-3
Vast majority of hotline investigations are conducted by agencies with an
internal audit division (FY13-19)

0SIG
4% | 102 Investigations

Agency without
internal audit division

223 Investigations q,

2,375
Investigations

Agency with
internal audit division
2,050 Investigations

NOTE: JLARC analysis of OSIG data. Percentage totals do not sum because of rounding.

OSIG directly investigates hotline allegations involving potential
criminal conduct

OSIG coordinates with Virginia State Police to determine which agency will investi-
gate allegations of criminal conduct. The process of deciding whether OSIG or VSP
will conduct a criminal investigation is governed by a memorandum of understanding
between OSIG and VSP. Both agencies agree the memorandum clearly defines roles
and responsibilities and that they have an effective working relationship.

OSIG investigates hotline allegations that may involve criminal conduct (in addition
to allegations of criminal activity it receives directly from state agencies). By agency
policy, criminal allegations received by hotline intake staff are referred to OSIG’s law
enforcement investigators for criminal investigations (sidebar). Most of the more than
100 hotline investigations conducted by OSIG investigators have been into allegations
involving potential criminal conduct.

In the past, some hotline allegations involving criminal conduct were delegated to the
agency where the wrongdoing allegedly occurred, largely because minimal information
was shared between hotline staff and OSIG investigators. However, two initiatives
provide greater assurance that OSIG now will investigate hotline allegations involving
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Of the 2,375 investiga-
tions into allegations re-
ceived by OSIG's State
Fraud, Waste, and Abuse
Hotline since FY13, 25
percent of the investiga-
tions verified the allega-
tions, while 57 percent
did not. An additional 18
percent of investigations
did not verify the allega-
tions but resulted in rec-
ommendations to im-
prove policies or internal
controls.
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criminal conduct rather than delegating them. First, in early 2019 OSIG changed its
organizational structure to place hotline intake staff and OSIG investigators under the
chief of investigations. The previous organizational structure placed these two groups
in separate divisions. These staff reported to different supervisors and shared little
information. Partly due to this change, nearly half of the 30 open OSIG investigations
are looking at hotline allegations. Second, as of September 2019, OSIG is in the pro-
cess of filling the vacant position responsible for overseeing hotline intake staff with
a certified law enforcement investigator. An investigator with experience conducting
criminal investigations will be better able to identify hotline allegations that may have
a criminal component.

OSIG refers administrative investigations to qualified internal audit
divisions but also to agencies less qualified to investigate

Allegations of fraud, waste, or abuse involving potential administrative violations (ra-
ther than criminal allegations) can vary substantially in their severity. Some allegations
involve comparatively minor violations, such as an employee not working a full 8-hour
day, not complying with state leave policies, or wasting time during the workday. Other
allegations involve more serious administrative violations with more substantial impli-
cations for the integrity of state government. For example, failing to comply with the
Virginia Public Procurement Act may not involve criminal conduct but could result in
a substantial financial loss for the state.

OSIG delegates nearly all hotline allegations involving administrative violations that
merit investigation back to the agency where the alleged wrongdoing took place—
regardless of the severity of the allegation. OSIG staff do not use any defined criteria
to identify more serious administrative allegations for which investigation by a central-
ized inspector general office would be appropriate. OSIG typically investigates only
administrative allegations involving the head of an agency or investigative staff at the
agency where the alleged wrongdoing took place. OSIG delegates the allegation to an
agency’s internal audit division, if the agency has one. For agencies that do not have
an internal audit division, the allegation is delegated to a designated point of contact,
called a “hotline coordinator.”

Most hotline investigations—86 percent—have been conducted by internal audit divi-
sion staff, who typically have skills and expertise well suited to investigative work (Fig-
ure 3-3). Agencies with internal audit divisions tend to be larger (e.g., Departments of
Corrections, Transportation, and higher education institutions). These audit divisions
are usually staffed by individuals with investigatory expertise who do not have major
responsibilities outside of investigations or audits.

Almost 10 percent of investigations, though, are conducted by agencies with hotline
coordinators, who are less equipped to conduct independent and rigorous investiga-
tions. Coordinators have other job responsibilities, which can limit their ability to con-
duct an independent investigation. The agency head serves as the hotline coordinator
at 10 agencies. In several other agencies, another senior leader serves as the hotline
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coordinator. These coordinators may have conflicts of interest, such as administrative
responsibility over the program or function where fraud allegedly occurred. In fact,
OSIG has referred at least one investigation to a coordinator who supervises or was
involved in the subject of the investigation (Case Study 3-1).

CASE STUDY 3-1
OSIG sent procurement fraud allegation to be investigated by an employee
who oversaw the office under investigation

In 2018, OSIG received an allegation that a state agency's procurement divi-
sion was involved in fraudulent activities.

The agency in question did not have an internal audit division, so investiga-
tions typically were conducted by the designated hotline coordinator. In this
agency, the designated employee was broadly responsible for personnel and
administration.

OSIG referred the procurement fraud allegation to this agency’s hotline co-
ordinator. However, as director of personnel and administration, the hotline
coordinator also oversaw the agency's procurement operations. Conse-
quently, the agency official overseeing procurement was tasked with inves-
tigating the allegation of procurement fraud.

The agency’s investigation concluded that the allegation was largely unsub-
stantiated.

Agencies without internal audit divisions may also lack the expertise needed to conduct
an effective investigation. The designated hotline coordinators receive fewer referrals
and often direct other agency staff to conduct investigations. Therefore, it is unlikely
coordinators develop much expertise conducting investigations. Agencies without in-
ternal auditors reported that, on average, four different people have conducted an in-
vestigation in the last two years. One agency reported that 10 different people had
conducted an investigation.

OSIG’s own investigations are effective but it does
not adequately supervise other investigations

OSIG has an effective in-house investigation program with qualified and independent
investigators who consistently conduct investigations that collect sound evidence to
support investigative findings. OSIG investigations are conducted efficiently and in a
timely manner (Table 3-3). However, OSIG does not adequately supervise investiga-
tions by other agencies to assure their quality.
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TABLE 3-3
OSIG’s own investigations are effective, but the agency does not adequately
supervise investigations by other agencies

Assessment criteria

Sufficiently thorough
investigative techniques, and
sound conclusions?

Efficient, timely, and
well documented?

Investigations conducted di- ® o
rectly by OSIG staff investigators

Assurance through OSIG

supervision about investigations O O
conducted by other agencies

A certified inspector
general investigator is
required to complete
training provided by the
Association of Inspectors
General. The training co-
Vers seven core compe-
tencies, including investi-
gative techniques,
professional standards for
investigations, procure-
ment fraud, and com-
puter crime.

SOURCE: JLARC adaptation of Principles and Standards for Offices of Inspector General, Association of Inspectors
General.

OSIG has qualified investigators who are properly independent

OSIG investigators have extensive experience and investigative training. Each investi-
gator is a certified inspector general investigator (sidebar) and has previously con-
ducted investigations for state and local governments. For example, two investigators
had conducted criminal investigations for local police departments for more than a
decade.

The agency also works to ensure OSIG investigators have proper independence and
no conflicts of interest. OSIG investigators annually complete a statement of objec-
tivity that requires them to disclose any relationships or other interests that could hin-
der their independence during an investigation.

OSIG’s investigations use thorough investigative techniques and
generally reach sound conclusions

In addition to investigating allegations of criminal conduct received through the hot-
line, OSIG’s six law enforcement investigators conduct investigations into allegations
involving criminal activity that come from agencies themselves. These allegations typ-
ically involve fraudulent financial transactions. OSIG’s six law enforcement investiga-
tors generally use appropriate investigative techniques that result in thorough findings
and sound conclusions. A JLARC assessment of a sample of OSIG investigations
found investigators used key investigative methods, collected sufficient evidence, and
reached well-supported findings that were well documented (Case Study 3-2).

Commission draft
22



Chapter 3: Investigations of Fraud, Waste, and Abuse

CASE STUDY 3-2
OSIG embezzlement investigation

In 2014-15, OSIG investigated alleged embezzlement involving the disposal
of surplus property by an employee at the Virginia Department of Forestry
(DOF).

OSIG used multiple investigative techniques, including interviewing the ac-
cused employee, other DOF staff, and the winning bidders of the surplus
items; and reviewing documents, such as emails and copies of money orders
and cancelled checks. During the course of the investigation, OSIG also re-
viewed DOF's process for disposing of surplus property.

OSIG investigators determined that the employee embezzled or misappro-
priated a total of $6,925 in surplus property, including a small firetruck and
a passenger van. The employee embezzled $1,700 by telling winning bidders
to make checks payable to her personally. The employee was terminated by
DOF.

Prosecutors with the Office of the Attorney General (OAG) are satistied with the
quality of OSIG fraud investigations, which OAG uses to decide whether to prosecute
fraud cases. According to OAG’s prosecutors, OSIG investigators provide the infor-
mation that would be expected of experienced investigators and are responsive to fol-
low-up information requests.

OSIG does not adequately supervise delegated investigations and
cannot provide full assurance of their effectiveness

OSIG provides little supervision of hotline investigations delegated to state agencies,
providing little assurance that the investigative methods are thorough and the findings
are supported and reasonable. OSIG also does not ensure that investigators conduct-
ing these investigations have adequate independence and investigative expertise. This
passive approach is not fully consistent with the Association of Inspectors General’s
emphasis on the need for supervision of investigations.

Despite this lack of supervision, JLARC did not find any evidence of deficiencies in
investigations conducted by other state agencies. A JLARC assessment of a sample of
14 investigations conducted by other state agencies—including agencies with and with-
out internal audit divisions—found that most of these investigations were reasonably
thorough and included sufficient evidence to support investigative findings. Additional
investigative methods, though, could have been used in two cases reviewed to ensure
thoroughness.

However, insufficient supervision creates the potential for inadequate investigations.
OSIG staff do not verify that an investigation by another agency is conducted by an
employee with adequate investigative expertise and without conflicts of interest. OSIG
staff do not know who conducted the investigation until they receive the investigative
report. OSIG also provides limited supervision of investigations by other agencies
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while they are being conducted. For example, OSIG has set a target for agencies to
complete investigations within 60 days. However, OSIG makes limited effort to ensure
that they are completed within this timeframe or verify that reasonable progress is
being made. OSIG staff notify agencies of overdue cases every 90 days, but agencies
generally do not respond to these notifications, and OSIG makes no additional effort
to follow up with agencies.

Finally, OSIG conducts relatively limited reviews of investigations once they are com-
plete. OSIG staff do not review any supporting documentation to verify that there is
sufficient underlying evidence to support the findings, nor does it routinely ask follow-
up questions. OSIG periodically conducts “workpaper reviews” of a subset of agen-
cies” hotline investigations to determine whether the evidence was sufficient to support
investigative findings. These workpaper reviews, though, have primarily been of inves-
tigations conducted by other agency internal audit divisions and not those conducted
by hotline coordinators at agencies without internal audit divisions.

RECOMMENDATION 2

The Oftice of the State Inspector General should develop and implement a more
proactive and purposeful process to supervise investigations of allegations it has del-
egated to other agencies to ensure the quality, independence, and timeliness of inves-
tigations.

Investigations into al-
leged fraud, waste, or
abuse frequently result in
recommendations to
improve policies or
strengthen internal con-
trols. These recommen-
dations are intended to
prevent future fraud and
can be made even when
an investigation does not
substantiate an allega-
tion.

OSIG does not consistently monitor implementation of
recommendations from investigations

OSIG is not consistently monitoring the implementation of recommendations made
as a part of fraud investigations (sidebar). Beginning in FY17, OSIG staff began an-
nually requesting that agencies provide the status of recommendations from previous
investigations. According to OSIG staff, agencies implemented all 170 recommenda-
tions made as part of hotline investigations during FY18. However, it is unclear
whether OSIG has maintained verifiable documentation supporting this implementa-
tion rate.

OSIG does not conduct any follow up with agencies on the status of recommenda-
tions made by OSIG investigators. Since OSIG was created, the investigations con-
ducted by the agency have included 33 recommendations for agencies to reduce the
risk of future wrongdoing. OSIG staff indicated that the status of these recommen-
dations historically has not been tracked because of alack of sufficient staff resources
or a case management system. However, periodically following up with agencies about
recommendations does not necessarily require substantial time or a sophisticated soft-
ware program.
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RECOMMENDATION 3

The Office of the State Inspector General (OSIG) should track the implementation
status of recommendations made in previous OSIG investigations and encourage ac-
tion on recommendations not yet implemented by agencies.

Investigations by other agencies are not always completed within
OSIG’s target timeframes but are generally well documented

There are no widely recognized benchmarks for how long investigations into fraud,
waste, and abuse should take. Generally, investigations should be done in a timely man-
ner to make it more likely relevant stakeholders will remember key details and related
documentation will still be available.

Since 2013, only about half of the hotline investigations conducted by other agencies
on OSIG’s behalf have been completed within OSIG’s 60-day target. Another 19 pet-
cent were completed within 90 days. A little more than 10 percent of investigations
took longer than 180 days to complete. Some complex investigations can take longer
to complete because they require additional investigative techniques or collaboration
with other law enforcement entities.

Workpapers that are compiled during an investigation also are important to ensure
transparency. The investigation workpapers reviewed by JLARC showed that investi-
gations generally have been well documented. An exception is that in 2018 OSIG
found five investigations conducted by the Virginia Department of Social Services
that had no documentation.

OSIG should conduct more investigations rather
than refer them to other agencies

OSIG’s investigative program does not fully meet the General Assembly’s intent to
have a highly-qualified, centralized investigative staff to investigate the most serious
allegations of fraud, waste, and abuse. OSIG staff have conducted less than 5 percent
of all hotline investigations since the agency was created. Although OSIG is directly
investigating hotline allegations that include potential criminal conduct, the agency re-
fers nearly all other allegations of administrative violations to the agencies where the
alleged wrongdoing occurred. OSIG employs 10 investigative staff, despite being au-
thorized to employ up to 30.

OSIG staff have described a historical reluctance to assert its authority to directly
conduct investigations rather than refer them to other agencies. However, the Code
of Virginia includes clear and authoritative language that OSIG “shall” investigate and
has a “duty” to investigate allegations of fraud, waste, and abuse. A key benefit of a
centralized, statewide inspector general is the ability to ensure that investigations are
conducted without bias in a fully independent manner. OSIG leadership asserted that
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they do not have enough staff to conduct more investigations, even though the agency
is authorized to employ substantially more investigators.

OSIG needs to prioritize its own investigative responsibility to more fully meet its
statutory mandate. Historically, OSIG’s default approach has been to refer hotline in-
vestigations to the agencies where the alleged wrongdoing occurred and to conduct
investigations itself only under limited circumstances (such as when the allegation in-
volves criminal conduct or the agency head). Under a centralized investigations pro-
gram, OSIG’s default approach should be to conduct investigations itself and only
refer less serious allegations to other agencies.

OSIG needs to assume responsibility for investigating the state’s most serious admin-
istrative allegations, whether they involve an agency with an internal audit division or
not. Allegations could be referred for investigation by another agency if they meet
established criteria developed by OSIG. For example, allegations could be referred to
other agencies with internal audit divisions if they meet all three of the following cri-
teria:

e below a specific threshold dollar amount (e.g. $25,000);
e unlikely to reflect poorly on agency leadership if proven true; and

e appear relatively straightforward to investigate (e.g. narrow scope, less com-
plex, do not require sophisticated investigative techniques)

The state should give OSIG more statutory direction regarding its role as the central-
ized, statewide investigative agency. OSIG will then need to use its expertise and judg-
ment to decide, on a case-by-case basis, which allegations meet all three criteria for
referral and which it should directly investigate. Some types of allegations may be less
likely to meet all three criteria and therefore will need to be investigated directly by
OSIG. For example, alleged violations of state procurement policies or the Virginia
Public Procurement Act may often exceed a threshold of $25,000, or could negatively
affect the reputation of the agency and its senior leadership if allegations are founded.
In contrast, allegations of employee leave abuse would be more likely to meet all three
criteria for referral.

RECOMMENDATION 4

The General Assembly may wish to consider amending § 2.2-309.B of the Code of
Virginia to require that the Office of the State Inspector General directly investigate
the state’s most serious allegations of administrative violations and only refer allega-
tions for investigation to other agencies that (i) are below a dollar threshold (to be
developed by the inspector general); (i) would not reflect poorly on agency leadership
if proven true; and (iii) appear relatively straightforward to investigate.
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The General Assembly also may wish to clarify for OSIG that its role as the central-
ized, statewide investigative agency precludes the need to rely on the network of hot-
line coordinators to conduct investigations. OSIG also should no longer refer any al-
legations of administrative violations received through the hotline to agencies without
internal audit divisions—regardless of the severity of the allegation. These hotline
coordinators have other job responsibilities and generally are not fully trained as pro-
fessional investigators.

RECOMMENDATION 5

The General Assembly may wish to consider including language in the Appropriation
Act directing the Office of the State Inspector General to discontinue its practice of
referring allegations for investigation to agencies without internal audit divisions and
directly investigate these allegations.

OSIG will not need additional funding or additional staff positions to conduct these
additional investigations. Instead, OSIG will need to reallocate some of its current
positions to investigative positions to better fulfill its role as the centralized, statewide
inspector general. It is unclear, though, exactly how many positions OSIG should re-
allocate as investigative positions. Agencies without internal audit divisions conducted
an average of 35 hotline investigations annually between FY13 and FY19. So OSIG
would need to reallocate several of its positions as investigative positions to conduct
these investigations in the future. OSIG also will need additional investigators to in-
vestigate the states’ most serious administrative allegations. OSIG will need to deter-
mine the number of additional investigators required to handle these cases after it
assumes responsibility for investigating them. It is unlikely, though, that OSIG would
need to allocate the full 30 investigative positions as authorized in the Code of Vir-
ginia.

RECOMMENDATION 6

The Office of the State Inspector General should determine the number of investi-
gative staff it needs to fulfill its intended role as the state’s centralized investigative
agency and reallocate existing staff to meet that need.

Finally, OSIG has limited statutory authority to investigate allegations of fraud, waste,
or abuse involving the state’s 15 higher education institutions. OSIG is required by
statute to refer any allegations involving a higher education institution to the institu-
tion’s internal audit division, unless it has “reasonable and articulable causes” for con-
ducting the investigation itself or the allegation involves the institution’s president or
internal audit division. Between FY13 and FY18, about 420 allegations (slightly more
than 10 percent of all hotline allegations) involved higher education institutions. OSIG
referred nearly all these allegations back to the higher education institutions where the
alleged wrongdoing occurred.
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As with executive branch agencies, OSIG should be investigating the state’s most se-
rious administrative allegations involving institutions of higher education. OSIG
should refer back to the institution only allegations that are below a threshold dollar
amount, not likely to reflect poorly on leadership if proven true, and relatively straight-
forward.

Therefore, the statutory provision (§ 2.2-309.B) that potentially limits OSIG’s author-
ity to investigate allegations of fraud, waste, and abuse involving institutions of higher
education should be repealed.

RECOMMENDATION 7

The General Assembly may wish to consider repealing § 2.2-309.B of the Code of
Virginia so that OSIG will have full discretion to investigate all serious allegations of
waste, fraud, or abuse at public institution of higher education.
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4 Oversight of Department of Behavioral
Health and Developmental Services

SUMMARY Since its creation, OSIG has been responsible for oversight of the Department
of Behavioral Health and Developmental Services (DBHDS) and the community-based pro-
viders it regulates. OSIG has developed a complaint line to receive complaints about services
at DBHDS facilities or provided by community-based providers. However, OSIG has not ade-
quately promoted the complaint line, refers most complaints to DBHDS for investigation, and
lacks a structured process for determining which complaints it will investigate. OSIG inspects
DBHDS facilities annually but rarely reviews community-based providers. Its inspection and
other oversight reports often lack useful information, and OSIG has done little analysis of
DBHDS data to identify systemic problems. OSIG has struggled to interpret and fulfill its stat-
utorily defined oversight role. Consequently, the General Assembly needs to clarify that
OSIG's primary oversight focus should be identifying system-level issues that affect quality
of care and safety across facilities and providers and recommending proposed solutions to
address them.

The Office of the State Inspector General (OSIG) carries out several activities to fulfill
its responsibility to oversee the Department of Behavioral Health and Developmental ties. It also regulates I

Services (DBHDS) (sidebar). OSIG is required by statute to inspect facilities and pro-  gnced providers and funds
viders and make policy and operational recommendations to “prevent problems, Community Services Boards

DBHDS operates 13 facili-

abuses, and deficiencies” and improve the effectiveness of their programs and services.  (CSBs), which are local pub-

The agency also responds to complaints regarding DBHDS facilities and community- licly funded providers.

. . . - Throughout Chapter 4,
based providers. OSIG has assigned one to three staff to this responsibility over the . comrgunity—b a sz d pro-
last several years. vider" refers to both li-

. - . . . .. . . censed providers and CSBs.
OSIG’s current oversight activities consist primarily of receiving complaints and in- P

specting DBHDS’s nine psychiatric hospitals, two training centers, medical center, and
sexually violent predator treatment center. Though not explicitly required by statute,
OSIG operates a complaint line (distinct from its State Fraud, Waste and Abuse Hot-
line), which receives and responds to complaints about DBHDS’s facilities or commu-
nity-based providers. OSIG’s annual inspections of DBHDS’s facilities focus on a dif-
ferent aspect of operations each year. Previous topics include environmental safety,
abuse/neglect investigations, and discharge planning. In addition to annual inspection
reports, OSIG publishes reports on other operations and services at DBHDS.

OSIG’s oversight of DBHDS is rare for an inspector general’s office but an important
responsibility for Virginia. Only one of the nine other states that have a centralized
inspector general office have a similar responsibility. (Appendix D provides more in-
formation about statewide, centralized inspector general offices in other states.)
DBHDS services are vital for supporting individuals with mental illness, substance use
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The Code of Virginia
states that OSIG “shall
provide oversight and
conduct announced and
unannounced inspections
of state facilities and of
providers... on an ongo-
ing basis in response to
specific complaints of
abuse, neglect, or inade-
quate care” (§ 2.2-309.1).

Chapter 4: Oversight of Department of Behavioral Health and Developmental Services

disorders, or developmental disabilities. A federal lawsuit against DBHDS prompted
the creation of DBHDS’s inspector general more than a decade before OSIG was
created. Given the complex needs of the population served by DBHDS and commu-
nity-based providers, there likely will be continued challenges for the agency.

OSIG receives or investigates few complaints about
DBHDS

Statute requires OSIG to accept complaints about facilities and community-based pro-
viders under DBHDS’s jurisdiction (sidebar). To accomplish this, OSIG established a
complaint line dedicated specifically to allegations of abuse, neglect, or inadequate care
at DBHDS facilities and community-based providers. The agency receives these com-
plaints through a phone number and email address. Complaints may come from indi-
viduals receiving services, their family members, Adult Protective Services, legislators’
constituent offices, or any other source. These complaints range widely in potential
severity (from insufficient recreation time to physical abuse), magnitude (from an issue
affecting one individual to an issue across multiple facilities), and credibility. OSIG’s
response can vary from informal advice over the phone to a published report docu-
menting the incident’s causes and remedial recommendations.

OSIG has done little to promote its DBHDS complaint line (in contrast to its efforts
to promote the State Fraud, Waste, and Abuse Hotline). In addition, OSIG refers many
of the complaints it receives back to DBHDS. The agency monitors allegations it has
referred to DBHDS for investigation but has no structured process for prioritizing the
types of complaints to refer or investigate directly. In addition, OSIG historically has
not allocated enough staff to its behavioral health oversight program to operate an
effective complaint function (Table 4-1).

TABLE 4-1

OSIG has not adequately carried out several aspects of its complaint line
Assessment criteria JLARC assessment
Promotes awareness of reporting options O

Screens and refers complaints by prioritizing those that appear to be most serious O
Allocates sufficient agency resources to operate an effective complaint line O

SOURCE: JLARC adaptation of Principles and Standards for Offices of Inspector General, Association of Inspectors
General.

Commission draft
30



Chapter 4: Oversight of Department of Behavioral Health and Developmental Services

OSIG does not adequately promote its complaint line

OSIG primarily advertises its complaint line through flyers at each DBHDS facility.
However, DBHDS facilities have not consistently posted the flyers. According to
OSIG staff, their FY19 inspection found four of the 13 facilities lacked flyers. In con-
trast with OSIG’s Fraud, Waste, and Abuse Hotline, OSIG has never e-mailed
DBHDS employees alerting them to the existence of its complaint line. Facility em-
ployees sometimes can be in the best position to report potential policy, procedural,
or resource problems at facilities.

OSIG’s website lacks basic information about its complaint line. As of August 2019,
the website listed only an email address for complaint submissions and not the dedi-
cated phone number, despite OSIG’s internal complaint plan indicating contact infor-
mation will be posted online.

In addition, OSIG has not publicized its complaint line to individuals served by com-
munity services boards (CSBs), which provide publicly funded mental health, sub-
stance use disorder, and developmental disability services. OSIG also has not publi-
cized its complaint line to individuals served by private providers. In fact, three of four
stakeholder groups interviewed by JLARC were not aware that OSIG maintained a
complaint line. OSIG staff chose not to promote its complaint line in CSBs and
among service recipients because staff say they did not have enough staff to handle
the potential volume of complaints. This also is in part why the vast majority of the
complaints OSIG receives are about DBHDS facilities and not community-based pro-
viders.

OSIG receives far fewer complaints than DBHDS. DBHDS’s Office of Human Rights
administers the agency’s processes for facility and community-based provider investi-
gations of human rights complaints, such as abuse and neglect. It alone received 36
times the number of complaints as OSIG in FY19 (Figure 4-1).

OSIG does not devote enough staff to adequately maintain its DBHDS
complaint function

OSIG refers most of the complaints that it receives to DBHDS rather than doing its
own investigation. Current staff say they refer most complaints to DBHDS (Figure 4-
1), while staff reported referring 32 percent of complaints in FY18 and 71 percent of
complaints in FY17. OSIG staff sometimes monitor referred cases, such as requesting
updates on their status or advocating for more in-depth investigations. OSIG staff
describe spending considerable time on referred complaints, as do DBHDS staff. It is
difficult to determine the value of OSIG’s oversight of referred complaints because
OSIG did not formally track the conclusion of complaints consistently until FY20.
This lack of data prevents determining how frequently allegations were verified or
whether the original problem was resolved.
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FIGURE 4-1
OSIG receives a very small percentage of total complaints and refers the vast
majority of them back to DBHDS for investigation (FY19)

269 complaints

______________

DBHDS /

; 10,065 ’
TT | 0 g e
Rights received ° 229

5\ Retained by OSIG
‘\ ____________ 40
SOURCE: JLARC analysis of data from OSIG and DBHDS.

NOTE: The figures in the bar graph are estimates provided by OSIG staff because the agency did not have reliable
data. The figures are based on OSIG complaint processes in summer 2019.

OSIG indicates it refers most complaints back to DBHDS because of the agency’s
limited staff dedicated to DBHDS oversight. Former OSIG staff said they often re-
ferred complaints to DBHDS because of a high workload or lack of staff with rele-
vant expertise, rather than considering the complaint’s severity. Current staff describe
working considerable overtime to keep up with complaints, which may not be sustain-
able over the long term.

OSIG lacks structured process for assigning responsibility for
investigating complaints

OSIG does not have a structured process for deciding whether to investigate com-
plaints directly or refer them to DBHDS. OSIG only uses vague criteria that lack stra-
tegic direction and detail to adequately determine when OSIG should investigate an
allegation directly. As a result, some high-risk complaints are investigated directly by
OSIG staff while others are referred to DBHDS. 1n addition, some less serious com-
plaints are investigated by OSIG, while others are referred to DBHDS.

OSIG needs to more fully develop its complaints line to ensure it is a useful resource
for individuals receiving services from DBHDS facilities or community-based provid-
ers. To do so, OSIG should take two steps. First, it should ensure there is adequate
awareness of the function by more regularly publicizing it throughout DBHDS facili-
ties and community-based providers. Second, OSIG should develop better defined
and more strategic criteria for consistently identifying the most serious complaints that
warrant review by an independent inspector general. At a minimum, these criteria
should prioritize for investigation by OSIG complaints

Commission draft
32



Chapter 4: Oversight of Department of Behavioral Health and Developmental Services

e alleging a pattern of serious harm—or risk of imminent serious harm—to
individuals served by DBHDS facilities or community-based providers;

e alleging that inadequate care by a DBHDS facility or community-based pro-
vider contributed to the death of an individual; or

e alleging inadequate care of individuals that come from employees of
DBHDS or community-based providers who may be unwilling to report
complaints to their employer.

In developing these criteria, OSIG should seek input from DBHDS staff and stake-
holder groups, as well as other state agencies operating comparable complaint lines.
Once it finalizes its criteria, OSIG staff should develop written guidance describing
how it will use these criteria to consistently identify the most serious complaints for its
own investigation.

RECOMMENDATION 8

The Office of the State Inspector General should develop and implement a program
for regularly promoting awareness of its complaints line among residents of facilities
operated by the Department of Behavioral Health and Developmental Services
(DBHDS) and individuals receiving services from community-based providers regu-

lated by DBHDS.

RECOMMENDATION 9

The Office of the State Inspector General should develop written criteria and guid-
ance for consistently determining which complaints regarding services provided or
regulated by the Department of Behavioral Health and Developmental Services

(DBHDS) it should investigate directly or refer to DBHDS.

OSIG inspects DBHDS facilities but it has done little
else to meaningfully fulfill its statutory role

OSIG is statutorily required to inspect DBHDS facilities. Inspections can be especially
valuable for vulnerable populations that are under the control of the facility and its
personnel. DBHDS facilities are subject to a variety of oversight entities that periodi-
cally conduct inspections. For example, training centers and the medical center are
required to be inspected by the Virginia Department of Health at least every 15
months, while the psychiatric hospitals are required to be inspected every three years
by the Joint Commission, a national accrediting entity. In addition to inspections of
facilities, statute states that OSIG’s oversight responsibilities extend to community-
based providers (licensed providers and CSBs).

OSIG’s inspections have focused on important aspects of DBHDS facility operations.
However, OSIG has done very little oversight of community-based providers and has
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conducted only limited analysis of DBHDS data to identify systemic problems across
DBHDS facilities and community-based providers (Table 4-2).

TABLE 4-2

OSIG inspections address appropriate topics, but the agency has largely
ignored community-based providers and does not regularly analyze DBHDS
data

Assessment criteria JLARC assessment
All DBHDS facilities are subject to unannounced annual inspections o
Inspections focus on high-risk aspects of DBHDS facility operation ®
Oversight encompasses all entities required by OSIG's statute: DBHDS facilities, ')

CSBs, and licensed providers 2

Inspection reports and other oversight reports include useful information and 0
recommendations

Analyzes DBHDS information over time to direct future oversight activities O

SOURCE: JLARC adaptation of Principles and Standards for Offices of Inspector General, Association of Inspectors
General.

NOTE: @ Code explicitly directs OSIG to “make policy and operational recommendations... monitor, and review the
quality of services” for facilities, CSBs, and licensed providers (§ 2.2-309.1).

OSIG inspects DBHDS facilities annually but rarely conducts oversight
of community-based providers

OSIG seems to have fulfilled its statutory requirement to “conduct unannounced in-
spections at each state facility at least once annually.” The agency appears to have in-
spected each DBHDS facility as required annually from FY13 through FY19. How-
ever, its FY'18 inspections did not result in a written report because, according to OSIG
staff, the FY18 inspections did not produce enough quality research. As part of FY19
inspections, OSIG staff repeated FY18 research activities more thoroughly. Facility
inspections over the FY13-19 period appear to have been unannounced. However,
inspections seem to be clustered within a short timeframe each year, which may allow
facilities to assume they will be inspected soon after inspections begin at other facilities.

OSIG’s DBHDS facility inspections focus each year on a different aspect of opera-
tions, and the topics seem to be reasonable. For example, previous inspections have
focused on the physical safety of residents in facilities, how effectively allegations of
abuse and neglect are investigated, and the adequacy of the planning undertaken be-
fore a resident is released from a facility.

In FY19, OSIG’s performance audit staff began conducting DBHDS facility inspec-
tions, advised by its DBHDS oversight staff. OSIG cited a variety of reasons for this
change, including the benefits of additional staff to visit facilities and the audit exper-
tise of the performance audit division. Because the report documenting FY19 inspec-
tions has not been published as of September 2019, it is not clear how this new ap-
proach will affect the timeliness and quality of OSIG’s inspections report. However,
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DBHDS staff expressed significant concerns regarding the performance audit divi-
sion’s lack of subject-matter familiarity, which has substantially increased the time
needed by DBHDS to facilitate OSIG’s inspections.

OSIG has focused primarily on DBHDS facilities and has conducted little oversight
of CSBs or community-based providers. Only four of OSIG’ 21 reports relate to
CSBs or community-based providers. OSIG noted it has focused on DBHDS facilities
because CSBs are audited by DBHDS. However, DBHDS only conducts administra-
tive, financial, and compliance audits of CSBs, which do not assess the quality of care.
The relative lack of oversight of these community-based providers is potentially prob-
lematic because they are responsible for critical services, such as opioid withdrawal
treatment and emergency response to individuals experiencing a psychiatric crisis. In
addition, they serve many more people than DBHDS facilities.

OSIG’s inspection and other oversight reports are of mixed usefulness

OSIG’s inspection and other reports have not consistently resulted in useful infor-
mation about problems and potential solutions. Interviews with DBHDS and other
stakeholders (sidebar) revealed that OSIG reports often summarized problems that
were already known rather than providing new information about the causes of the
problem or proposing solutions that had not yet been considered. Additionally,
DBHDS and stakeholders noted that OSIG reports sometimes focused on relatively
less consequential problems and did not consider the most useful information. JLARC
identified several reports that could be more useful:

e Not collecting or reporting the most useful information — OSIG reviewed

injuries reported by community-based providers and recommended im-
proving the information given to the Regional Quality Councils, which are
five groups of regional representatives dedicated to improving developmen-
tal disability services. As part of its review, OSIG observed meetings and
reviewed documents. OSIG did not, though, interview any members of the
Regional Quality Council to ask them whether they would find more infor-
mation useful and, if so, what types of information could be provided.

e Recommendations not addressing the root cause of problems — OSIG
identified several serious problems with DBHDS’s Quality Improvement

Committee, including that it reviews only developmental disability issues
and not behavioral health issues. However, OSIG’s recommendations did
not address any of these serious problems. Instead, recommendations fo-
cused on using more consistent data definitions and providing better train-

ing.
However, some reports do contain useful information based on in-depth research,

such as a 2018 report finding that DBHDS facilities do not sufficiently address critical
events, such as resident injuries. Multiple research methods supported OSIG’s conclu-
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sion, including interviews with DBHDS staff about their approach to monitoring cor-
rective action plans and training needs, comparisons of job requirements for facility
risk managers, and an assessment of the accuracy of internal documentation of critical
events.

Collectively, OSIG’s DBHDS inspection reports and its other oversight reports have
made 158 recommendations. OSIG does not, however, track implementation of all its
recommendations. OSIG and DBHDS both indicate, though, that most of OSIG’s 92
recommendations to DBHDS have been implemented.

OSIG has done little analysis of DBHDS data to identify systemic
problems

OSIG has not adequately used available DBHDS data resources to identify potential
systemic problems, which has further limited its ability to conduct effective oversight.
OSIG is required by statute to “monitor serious incident reports and reports of abuse,
neglect, or inadequate care.” DBHDS maintains databases that hold such information
about DBHDS facilities and community-based providers, because they are mandated
to report all injuries, deaths, use of seclusion of restraint, and allegations of abuse/ne-
glect to DBHDS. DBHDS also maintains considerable information about its own li-
censing inspections and investigations.

Despite the availability of these databases, OSIG generally has not used this infor-
mation to identify systemic problems or trends that need to be further reviewed or
addressed as contemplated by statute. This data could be a valuable tool to analyze
DBHDS operations and services to identify and address common problems among
DBHDS facilities and community-based providers. DBHDS staff and stakeholders
emphasized that this type of comprehensive analysis would be the most valuable over-
sight role OSIG could perform. OSIG has at times analyzed DBHDS data in its in-
spection and other reports, such as identifying the most common types of injuries
reported by community-based providers.

OSIG needs clarification on oversight that
meaningfully addresses issues of quality and safety

Though it is rare for a centralized inspector general to have responsibility for behav-
ioral health and developmental services oversight, it likely is in the state’s best interest
for OSIG to continue to have this responsibility. The population receiving behavioral
health and development services is vulnerable, has complex needs, and is substantial.
The state’s financial investment is considerable, and fulfilling the criteria of its settle-
ment agreement with the federal Department of Justice (DOJ) requires complex and
challenging changes to policies and services.

Statutory direction to OSIG includes a variety of oversight responsibilities. OSIG has
struggled to interpret this direction and translate it into a meaningful oversight func-
tion. The agency has never engaged in a purposeful process to determine its oversight
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approach, such as identifying critical oversight not conducted by DBHDS or other
entities, activities where an independent perspective would be most valuable, or the
DBHDS services most in need of scrutiny.

To help OSIG better direct its oversight, the agency’s oversight of DBHDS and com-
munity-based providers needs to be more cleatly defined statutorily. Once its role has
further been clarified, OSIG should develop and submit a plan detailing how it will
fulfill a more clearly defined oversight role with the goal of system-level quality and
safety. In the development of the plan, OSIG should seek input from DBHDS man-
agement, the Secretary of Health and Human Resources, and stakeholder groups.

In addition to responding to serious complaints from individuals regarding DBHDS
services and conducting inspections of DBHDS facilities and community-based pro-
viders, OSIG seems best positioned to focus on comprehensive, system-level over-
sight. Broader oversight would focus on identifying issues that affect the quality of
care and safety across multiple facilities or community-based providers and recom-
mending solutions to address them. OSIG could use complaints, various DBHDS da-
tabases, stakeholder perspectives, inspection results, and other sources of information
to determine what aspects of the behavioral health and developmental disability sys-
tem could most benefit from oversight.

RECOMMENDATION 10

The General Assembly may wish to consider amending § 2.2-309.1 of the Code of
Virginia to more clearly establish that the primary goal of the Office of the State In-
spector General’s oversight of the Department of Behavioral Health and Develop-
mental Services and community-based providers is to identify system-level issues that
affect quality of care and safety across facilities or providers and recommend solutions
to address them.

RECOMMENDATION 11

The General Assembly may wish to consider including language in the Appropriation
Act to direct the Office of the State Inspector General (OSIG) to develop and imple-
ment a plan to conduct system-level oversight of the quality of care and safety across
Department of Behavioral Health and Developmental Services facilities and commu-
nity-based providers. The plan should set forth the primary oversight activities that
OSIG plans to undertake, as well as the number of additional staff positions and types
of expertise necessary to carry out these activities. OSIG should submit the plan to
the House Appropriations and Health, Welfare and Institutions Committees, and the
Senate Finance and Education and Health Committees no later than June 30, 2020.
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5 Performance Audits of State Agencies and
Programs

SUMMARY OSIG's performance audit function is still a work in progress. When it was cre-
ated, OSIG had few staff with the expertise to conduct performance audits. Consequently,
OSIG built its performance audit staff over time to 15 employees. OSIG recently adopted the
Government Auditing Standards, which are the recognized standard to guide audits. Recent
audits released by OSIG have been of uneven quality; some findings and recommendations
are sound, while others are not. The performance audit reports are generally well written,
though, and OSIG now uses an improved report format featuring a summary and agency
responses to findings throughout the report. OSIG has struggled to build a staff that can
effectively conduct performance audits. Many staff lack the qualifications to be fully effective.
The performance audit function needs to be scaled back, and some of the positions need to
be reallocated to investigations and DBHDS oversight. The audit function needs to be
strengthened through more qualified staff and greater engagement by executive leadership.

The Office of the State Inspector General (OSIG) is required to “conduct perfor-
mance reviews of state agencies to assess the efficiency, effectiveness, or economy of
programs.” OSIG has fulfilled this requirement by conducting performance audits,
and is now using the Government Auditing Standards maintained by the U.S. Govern-
ment Accountability Office to guide its audits. OSIG currently has 15 performance
auditors on staff.

Stakeholders are aware OSIG is a resource for audits
but few request OSIG audits

The scope and scale of state government operations necessitates strategically deciding
which programs or agencies should be the subject of a performance audit. The state
has relatively few performance audit resources. (OSIG and JLARC are the only two
entities in state government that conduct substantial numbers of performance audits
each year). There are many state agencies and programs and nearly all of them can
benefit from a periodic performance audit by an independent, outside entity.

Most cabinet secretaries know they can request an OSIG performance audit and cited
the benefit that an effective performance audit can have for an agency or program
under their purview, according to a JLARC survey. The topics recently audited by
OSIG have included some directly requested by cabinet secretaries, though most have
been identified internally by OSIG (Table 5-1).
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TABLE 5-1
Most key executive branch stakeholders are aware they can request a
performance audit, though most recent topics have been identified by OSIG

Assessment criteria JLARC assessment

Executive branch stakeholders are aware of OSIG performance audit function as ®
a resource to improve agencies and programs

Topics selected reflect stakeholder interest to ensure sufficient follow-through C))
on performance audit results

OSIG changed how it
identified performance
audit topics. Before 2015,
OSIG staff selected audit
topics from a risk assess-
ment of all executive
branch agencies con-
ducted for the agency by
Deloitte. Topics are now
chosen based on input
from cabinet secretaries,
issues identified in the
media, and audit topics
examined by inspectors
general in other states.

SOURCE: JLARC staff.

Most performance audit topics are selected by OSIG staff

OSIG chooses performance audit topics based on a variety of factors, including input
from secretariats, issues covered by the media, and topics that other states’ inspectors
general review (sidebar). This has resulted in OSIG conducting performance audits on
a wide variety of topics. OSIG’s recent performance audit topics are primarily gener-
ated by its own staff, rather than by the governor’s office, cabinet, or other executive
branch leadership. Since 2016, OSIG staff generated topics for 19 of the 24 perfor-
mance audits it has released through June 2019 (Figure 5-1). OSIG also has conducted
performance audits of topics at the request of cabinet secretaries, including:

e Health and Human Resources Subrecipient Monitoring
e Virginia Correctional Enterprises

e The Peninsula Airport Commission

FIGURE 5-1
About 80 percent of recent performance audit topics have been selected by
OSIG

Cabinet secretary 3

24

0SIG 19 Performance
audits

Other 2

SOURCE: JLARC staff analysis of prior OSIG performance audit topics.
NOTE: Includes reports released between 2016 and June 2019.
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Cabinet secretaries reported being generally aware that OSIG exists as a resource that
can be used to audit state programs or agencies. OSIG audits can be especially useful
to newly appointed secretaries. For example, one cabinet secretary noted that he:

Used it primarily, as I was new to the secretariat, to engage the commissioner
about her [agency’s| performance, leadership, teamwork, opportunities for im-
provement. It gave objective information that formed the basis of a detailed
discussion of agency strategy, key services, challenges, and opportunities.

In contrast, when an audit is of a topic not a priority or not of special interest to the
governor or cabinet secretaries, it is likely to be less impactful. OSIG staff themselves
are aware of this potential, with one OSIG staff member remarking: “I don’t know
whether anyone in the governor’s office or the cabinet secretary ever contacts the
agency to see what they are doing to deal with control deficiencies or wasteful prac-
tices.”

Each OSIG performance audit is distributed to the relevant agency head, the chief of
staff and deputy chief of staff in the governor’ office, the relevant cabinet secretary,
and the chairmen of the money committees and relevant standing committees. How-
ever, it may be that merely distributing reports is not adequate to ensure sufficient
attention and follow-through. One cabinet secretary noted that:

Given the amount of work that goes into these, I am thinking that OSIG should
present their findings to the relevant agency leadership and relevant secretaries
in a group setting with time to discuss the findings and implications for man-
agement and legislation surrounding the agencies activities.

Audit planning has improved, but audit teams
struggle to efficiently conduct audits

OSIG’s approach to audit planning has improved over time, and its audits are well
documented once they are completed. Audit teams have difficulty, though, executing
the audit plans and adapting them as necessary throughout the audit process (Table 5-
2). Effective audits must be well planned, use the appropriate research methodologies
to meet audit objectives, and be well documented. Absent these key aspects of the
audit process, it is less likely an audit will be completed in a timely manner and in an
efficient way that is least burdensome to the audited agency.
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TABLE 5-2
OSIG audits are now well planned and well documented, but audits are not
always executed in an efficient manner

Assessment criteria JLARC assessment

Audits are well planned and consist of well-defined scope and objectives and ')
appropriate research methods

Audit plans are executed efficiently and completed in a timely manner O
Audit documentation is comprehensive and well organized o

JLARC assessed a sample
of OSIG performance au-
dits. JLARC staff evalu-
ated OSIG's performance
audit division against
standards established by
the U.S. Government Ac-
countability Office and
those used in other peer
review assessments of
performance audit pro-
grams. The review was
conducted simultane-
ously by two different
JLARC staff, whose evalu-
ations were averaged to
produce an aggregate
score. This included a re-
view of seven perfor-
mance audits, including
those conducted in sum-
mer 2019.

More information is pro-
vided in Appendix C.

SOURCE: JLARC staff assessment based on applying a JLARC adaptation of Government Auditing Standards, United
States Government Accountability Office.

Audit planning has improved as OSIG has gained more experience
conducting performance audits

An effective performance audit must be well planned, with a clearly defined scope
and objectives. A well-planned performance audit should use the appropriate research
methodologies that allow the team to collect sufficient evidence to answer audit ob-
jectives. A poorly planned audit can be unnecessarily burdensome on the subject
agency, because the audit team is not purposeful about the information it requests and
with whom it meets. Poorly planned audits also tend to take longer than necessary,
which results in research findings that can be out-of-date.

OSIG’s performance audit planning has improved since the agency’s inception. Some
of the agency’s initial performance audits featured overly broad, poorly defined audit
objectives. However, a JLARC staff assessment of a sample of seven OSIG petrfor-
mance audits and their supporting documentation found that recent audit planning
documents include more precise audit objectives and better detail the research meth-
odologies that will be used. Agencies subject to OSIG performance audits also indicate
that OSIG notifies them when a performance audit has begun and that they under-
stand OSIG’s audit objectives.

Some audits have taken a long time to complete and agencies say
some audit teams appear unprepared

Despite improved audit planning, OSIG’s performance audit teams still struggle to
efficiently execute audits and complete them in a timely manner. A sound audit plan is
necessary but not sufficient. It is also important that audit staff are prepared to con-
duct planned research and make efficient use of their time with staff at the agencies
being audited.

When a team struggles to conduct an audit efficiently, it often manifests in lengthy
audits. OSIG’s recent performance audits have taken nearly two years to complete. A
recently completed audit—which reviewed grant sub-recipient monitoring by the De-
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partment of Social Services, Department of Medical Assistance Services, and the Vir-
ginia Department of Health—Iasted 2.5 years and involved nine different perfor-
mance audit staff. OSIG staff themselves realize this is a problem:

e “The audit division does not efficiently conduct audits. They struggle to es-
tablish and stick with an effective scope for projects, which then lead to
projects being too large and taking much longer than expected or in-
tended.”

e “It takes too long to complete performance audits the way we are doing
them. Cutting down the one-year time to six months would greatly help
with the audit fatigue faced by many of the auditors.”

Audits require experience and judgment to be prepared to collect information from
agencies in an efficient and effective manner. Less than half of the agencies that have
been the subject of an audit agreed that the OSIG team was well organized and pre-
pared (sidebar). Several of these agencies commented on how OSIG’s lack of prepa-
ration made the audit more burdensome.

e “It seemed to take an inordinate amount of time, going over the same
items again and again, for OSIG to grasp our processes... It was very frus-
trating.”

e “Meetings were held so often that we actually started tracking how much
time (and therefore money) we were spending answering their questions.
Meetings and questions were often repeated.”

e “There was significant turnover within the OSIG team. This caused a lot of
backtracking over topics already covered and catching new staff up and
there was a negative impact to our agency staff, as a result. In some cases,
new OSIG members commented on the lack of usable information left by
their predecessor.”

It appears that over time, OSIG’s inability to efficiently and effectively conduct per-
formance audits is hindering OSIG’s efforts to gain cooperation from agencies. In
fact, the majority of staff in OSIG’s performance audit division do not believe that
agencies respond to their requests for information in a timely manner. This is likely
due in part to agencies not believing OSIG is well organized or prepared, and therefore
not worth the time and effort to comply with OSIG requests.

Audit documentation is comprehensive and well organized

OSIG’s performance audits are well documented once they are completed. The agency
uses a document management system, SharePoint, to organize and maintain files for
each performance audit. This allows the audit team to structure its documentation and
research throughout the audit process. The JLARC staff assessment of a sample of
performance audits found that audit documentation was generally well organized and
comprehensive.
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Reports are well written, but findings and
recommendations are of uneven quality

OSIG’s reports have evolved since the program’s inception to be generally well written.
However, the findings and recommendations they contain are of uneven quality (Table
5-3). Ultimately, an audit’s usefulness is based on its findings and recommendations
and how it conveys them in a final report. Effective performance audits require re-
search findings supported by sound evidence and recommendations to address any
deficiencies found in agencies and programs. The audit findings and recommendations
should be documented and conveyed in a clear and straightforward written report to
help ensure agencies can use them to improve.

TABLE 5-3
OSIG's audits are well written, but some include weak findings or problematic
recommendations

Assessment criteria JLARC assessment
Findings are well supported by evidence, are based on objective criteria, and in- ')

clude information on the cause and significance of any deficiencies

Recommendations address findings, are clearly worded, and likely to have a net ')

benefit

Audit report is appropriately structured and well written, using clear language o

accessible to non-subject matter experts

Elements of a finding.
Government auditing
standards (8.116) require
a finding to include four
key elements: the condi-
tion, criteria, effect, and
cause. Collectively, these
four key elements
demonstrate an agency’s
performance and how it
compares to relevant

benchmarks or standards.

SOURCE: JLARC staff assessment based on applying a JLARC adaptation of Government Auditing Standards, United
States Government Accountability Office.

OSIG’s research findings are of uneven quality

The “findings” of a performance audit serve as the basis for determining whether
changes are necessary in an agency or program. Effective findings must be based on
sufficient evidence and compare agency or program performance to relevant and ob-
jective criteria. When a performance audit finds problems, the audit should clearly
identify the negative consequences and potential root causes of the performance prob-
lems (sidebar).

The JLARC staff assessment of a sample of seven OSIG performance audits found
that multiple reports included findings of uneven quality (Figure 5-2). Some findings
were adequately supported by evidence. Other findings, though, were not. Not all find-
ings even addressed the audit objectives cited in the written report. An example of a
finding not supported by adequate evidence and of a finding lacking key elements are
shown in Figure 5-3.
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FIGURE 5-2
OSIG’s audits included findings lacking sufficient evidence or that did not
adequately identify negative consequences of performance problems

Research findings score, by sub-criteria (acrossall 7 OSIG reports)

Evidence fully addresses audit objectives i
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SOURCE: JLARC staff scoring of a sample of seven OSIG performance audits produced between 2016 and 2019.
NOTES: Scoring was performed independently by two JLARC staff using the scoring methodology and criteria based
on adaptation of Government Auditing Standards, United States Government Accountability Office.

Despite OSIG’s recent efforts to improve its performance audit program through
adopting the Government Auditing Standards and training its staff, the JLARC assess-
ment could not detect a pattern of improvement from audits conducted several years
ago to audits released this summer. The audit that scored the most points on research
findings was released by OSIG in May 2017. The audit released in April 2019 scored
less than half of the total possible points, and the audit released in June 2019 scored
just more than half of the total possible.

Agencies’ perception of the findings in the audits of their agency reflected the same
uneven quality of findings across OSIG’s performance audits. Just more than half of
the agencies that have been the subject of a performance audit believed findings in the
audit were either “useful” or “somewhat useful.” This demonstrates that in certain
cases, the performance audits were likely worth their associated administrative burden.
The remaining agencies, though, responding to JLARC’s survey reported that research
findings were “not useful.” These agencies most frequently indicated OSIG’s research
findings were not useful because they were not supported by adequate evidence.
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FIGURE 5-3
Examples of OSIG findings not adequately supported by evidence

7~* VDSS has no clear definition of the methodology used to classify Virginia localities as small.
medium or large for Medicaid monitoring. LDSS and VDSS staff provided inconsistent answers
as to how localities were classified and whether the established criteria had been reevaluated for

OSIG reported that agency !
had no definition  ---}
or methodology i

In addition. no clear methodology exists for setting the number of case reviews for the above
classifications. It is unknown how the numbers were determined. how they were determined to
Agency presented credible Management Response(s):

information thata  ____. VDSS does have a clear methodology for determining locality classification and the
methodology did exist -~ number of associated case reviews. Regional Directors and Program Managers were
instructed in the fall of 2017 to follow the agency size classification as defined by the

No context about the
magnitude of difference between

other states' turnover Virginia Disability Determination Services (DDS) had the second highest turnover rate among

and Virginia's . the five states in the Social Security Administration’s (SSA) Philadelphia Region and exceeded
- the national turnover rate in eight of the 10 years of data reviewed. During federal fiscal year
No benchmark or criteria (FFY) 2015, DDS lost 47 of 242 (19.4 percent) claims adjudicators and during FFY 2016, DDS

regarding average employee  __

turnover in Virginia tlost 48 of 240 (20.0 percent) claims adjudicators. These turnovers represent a combination of

Did not subtract retirements fom 4
turnover percentage

Hypothesized that employees
leave because they are not paid - - - -~ ommm o

enough to compensate them for v
the complexity of the job A possible reason for turnover is the compensation claims adjudicators receive in relation to the
Did ot seak to validata hypothesis by complexity of the job they perform. Claims adjudicators are responsible for reviewing medical

exploring other reasons why
employees typically leave — _________________________ ;
(e.g. lack of training, IT systems and other
support, poor supervisory relationships, or
general issues with the work environment)

SOURCE: JLARC staff excerpts from OSIG performance audits.

Recommendations are of uneven quality though some agencies have
found OSIG’s recommendations useful

Effective recommendations can serve as the “blueprint” to improve an agency or pro-
gram. Recommendations should clearly state who should take a specific action. Rec-
ommendations also should weigh the administrative burden that change imposes, and
be likely to result in a net benefit to the agency or program itself, stakeholders, or
citizens.

Multiple reports included recommendations of uneven quality (Figure 5-4). A majority
of recommendations logically flowed from a finding, but a substantial portion did not.
Some recommendations were not practical. One recommendation, for example, was
for an agency to notify the governor when the Department of Planning and Budget—
his own budget office—denied funding for an I'T system.
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FIGURE 5-4
OSIG’s audits included recommendations that did not address deficiencies or
were not practical

Recommendation score, by sub-criteria (acrossall 7 OSIG reports)
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SOURCE: JLARC staff scoring of a sample of seven OSIG performance audits produced between 2016 and 2019.
NOTES: Scoring was performed independently by two JLARC staff using the scoring methodology and criteria based
on adaptation of Government Auditing Standards, United States Government Accountability Office.

Agencies’ perspectives reflected the same uneven nature of the quality of recommen-
dations. Slightly more than half of the agencies that have been the subject of a per-
formance audit believed the recommendations were either “useful” or “somewhat use-
ful.” The other half of agencies responding to the JLARC survey did not believe
OSIG’s performance audit recommendations were useful. Two reasons were typically
cited by agencies. First, sometimes the agency was already doing what OSIG recom-
mended. Second, agencies noted that audit recommendations were not always ade-
quately supported by the findings or other research conducted by the audit team.

OSIG recently has begun to include an appendix to their reports listing what the
agency indicates it will undertake in response to each recommendation. This is a valu-
able tool that improves the likelihood that recommendations will be implemented.
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OSIG performance audits are generally structured effectively and well
written

Despite the deficiencies in the core components of an audit—findings and recom-
mendations—the audit reports themselves are generally well written (Figure 5-5). The
JLARC staff assessment scores for the written audit report were considerably higher
than the scores for the report’s findings and recommendations. Also in contrast with
the quality of the research findings, there was a detectable improvement over time in
the written audit reports. The first report reviewed by JLARC, released in 2016, lacked
a useful summary and did not include any comments from the subject agency. OSIG’s
audit reports now include a useful summary and commentary from the subject agency
after each recommendation.

FIGURE 5-5
OSIG's audits reports are well written and include a useful summary and
agency commentary

Written audit reportscore, by sub-criteria (across all 7 OSIG reports)
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SOURCE: JLARC staff scoring of a sample of seven OSIG performance audits produced between 2016 and 2019.
NOTES: Scoring was performed independently by two JLARC staff using the scoring methodology and criteria based
on adaptation of Government Auditing Standards, United States Government Accountability Office.
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OSIG has struggled to build a staff that can
effectively conduct performance audits

OSIG has had difficulty developing a full team of qualified, well-trained audit staff
and supervisors to effectively conduct performance audits. While the Government
Auditing Standards OSIG now follows include guidance about the process of conduct-
ing a performance audit, effectively conducting a performance audit still requires con-
siderable s7aff expertise, experience, and judgment.

OSIG performance audit staff collectively lack some qualifications
necessary to be fully effective

OSIG had very few staff qualified to conduct performance audits when the agency
was created. Few (if any) of the staff that were transferred to OSIG had experience
conducting performance audits. Nearly all staff came from investigative, internal con-
trol, or financial audit backgrounds.

It also appears that the job role under which OSIG’s performance auditors are cate-
gorized does not fully reflect the skillset needed. OSIG performance auditors are clas-
sified under the DHRM Audit and Management Services career group, which includes
some—but not all—of the qualifications necessary (Table 5-5). The Auditor I job role
in that career group, for example, is described as “professional auditors performing or
assisting with well-defined auditing responsibilities for the purpose of ensuring com-
pliance with program requirements and evaluating the integrity of business operating
systems.” Some skills required for the Auditor I job are applicable for OSIG’s perfor-
mance audit function, such as determining audit objectives and analyzing or evaluating
data. However, the role requires a much broader skill set. For example, effective per-
formance audits require knowledge of research methodology, analytical and statistical
techniques, and the ability to make recommendations for improvement. In addition,
there are few performance audits that require knowledge of accounting or collection
procedures.

Other skills necessary to be an effective performance auditor are described in another
career group, Policy Analysis and Planning. The Policy Analysis and Planning career
group describes “analytical work related to agency organization and operations; agency
and state programs, plans, performance measures, policies, and procedures; regulatory
and legislative processes; statistics; economics; central budgets; and research, develop-
ment, and evaluation.” Within that group are a series of policy job roles. The Policy
and Planning Specialist I job role, for example, better describes at least some of the
applicable skills required for a performance auditor (Table 5-5). The job role includes
“providing management with a comprehensive view of operations by contributing to
the preparation of reports, conducting analytical and statistical research and by provid-
ing alternative solutions and assessments of the long range impact of work processes
and other implications of studies and projects.”
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Table 5-5

Auditor job role used by OSIG includes some, but not all, necessary skills

Auditor |

Applies knowledge of accounting functions or principles, general
business transactions, collection procedures, and/or applicable
automated accounting systems

Necessary  Helpful

Not
necessary

v

Conducts internal, external, tax, health insurance, data processing,
interstate, or other auditing assignments

Provides assistance in determining audit objectives

Analyzes program requirements and participates in the
development of audit procedures

Audits and analyzes data and the application of
applicable professional principles and standards

Requires knowledge of state and federal laws, rules,
and regulations

Ability to research, investigate, analyze, reconcile, and
evaluate data

Interacts frequently with internal and external customers using
both verbal and written communication skills to discuss financial
and or business processes or issues

Policy & Planning Specialist |

Data collection, specialized research, agency organizational
studies, strategic planning, and statistical analyses

S NSNS

Frequent contact with agency employees and managers to
gather data or discuss findings

Applies knowledge of research methodology; statistical and
analytical technigues; and strategic planning, theory, and process

SN S

Ability to analyze and compile data and to write reports
and recommend actions

SOURCE: JLARC analysis of information from the Virginia Department of Human Resource Management.

v

Most OSIG performance audit staff have academic backgrounds in accounting or

business, which is not training directly relevant to performance auditing. Only one

member of the performance audit staff has an educational degree (public administra-

tion) that may have provided training in the analytical skills needed.

In interviews, OSIG staff themselves recognized the mismatch between the skills of

OSIG auditors and the skills required for conducting performance audits:

e “Nobody had experience in conducting performance reviews or perfor-

mance audits.”

e “New employees get here and show they really do not have any knowledge

of performance auditing,”
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Comments from agencies that were the subject of OSIG audits cited a similar gap in
skills.

e “I think the auditors themselves had the right intentions; I just think they

probably had more experience with investigations than performance au-
dits.”

e “Ultimately, OSIG is not staffed to be a useful performance audit organiza-
tion. Their mission and staffing is focused on fraud or waste. The amount
of staff time necessary to bring the OSIG auditors up to speed sufficient

for them to begin to make suggestions represents a far larger inefficiency
than any identified by OSIG.”

Management has not provided sufficient guidance to performance
audit staff

Effective performance audits require adequate supervision, particulatly for new, inex-
perienced staff members. Experienced supervisors are essential to helping less expe-
rienced staff define audit objectives, develop rigorous research methodologies, and
produce sound research findings and recommendations. Some performance audits are
relatively straightforward and can be conducted without much supervision. Other per-
formance audits can be extremely complex; adequate supervision can make the differ-
ence between effective and ineffective audits.

Comments from OSIG staff themselves revealed a desire for more guidance and su-
pervision of performance audit staff:

e “Twould like more direction from management/senior management on
projects. The staff’s vision for what is being audited is not shared by man-
agement. This causes scope creep and wasted time.”

e “Little guidance is received when beginning a project. The attitude is more
or less ‘here’s an assignment; figure it out.” Staff questions are met with
vague answers or no answers at all.”

As noted above, several of the performance audits reviewed by JLARC staff included
particularly weak findings or recommendations, which in addition to stemming from
a lack of fully qualified audit staff, are also symptomatic of ineffective supervision.
Ultimately, supervisors and OSIG senior leadership are responsible for their agency’s
products. Several of the performance audits reviewed by JLARC staff include unsub-
stantiated or incomplete findings.

OSIG supervisors and leadership should not have allowed reports to be finalized and
released to the public that included unsupported findings or recommendations. The
agency being audited receives, and then must react to, information that is not fully
reliable or useful. Furthermore, producing reports with these deficiencies over time
degrades the reputation of OSIG, which makes it more difficult for the agency to have
authority and respect in future audits.
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OSIG performance audit function needs to be scaled
back and strengthened

OSIG’s performance audit function is still a work in progress; the performance audit
unit has produced uneven work in recent years. Executive branch leadership is not
sufficiently engaged in identifying performance audit topics or ensuring follow-
through on recommendations. OSIG has had difficulty recruiting and retaining a suf-
ficiently qualified performance audit staff.

OSIG needs to scale back the size of its performance audit program and reallocate
some performance auditor positions to its other core functions of investigating fraud,
waste, and abuse and providing oversight of the Department of Behavioral Health
and Developmental Services. OSIG then needs to improve the quality and supervision
of this smaller performance audit program.

OSIG should conduct two performance audits per year in FY21-24. The smaller per-
formance audit program would be implemented over the next four years, serving as a
trial period across two different administrations. The governor’s office should take
more ownership of the performance audit function through selection of one audit
topic per year and ensure follow-through on recommendations. The governor’s chief
of staff should work with the inspector general to select this topic based on input
from cabinet secretaries and other members of the executive leadership. At the con-
clusion of each of these audits, the relevant cabinet secretary, agency head, key gover-
nor’s office staff, and relevant DPB staff could be offered a briefing on the audit re-
sults.

OSIG also, though, needs to still maintain a degree of independence, and should retain
the authority to select the other performance audit topic. The agency has been devel-
oping a broader and deeper understanding of state government through its work and
can use that understanding to determine government agencies and programs that may
benefit from a performance audit.

To effectively address these two topics per year, OSIG also needs to ensure it has
properly trained and experienced performance auditors. The agency should identify
the most capable individuals among its current performance auditors and hire other
auditors as necessary under a DHRM job role that includes the full range of necessary
skills—not just accounting. In re-allocating positions to other core functions, it is un-
likely that the individuals currently in those positions possess the necessary qualifica-
tions for the new roles (especially to be investigators). OSIG would also, therefore,
need to work closely with DHRM on how to transition current staff to other roles as
it reduces its performance audit program and increases its investigative and behavioral
health oversight programs.

At the end of this four-year trial period, the General Assembly could choose to direct
JLARC to conduct a follow-up review of the OSIG performance audit program. The
follow-up review would seek to determine whether (1) executive branch leadership
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have found the OSIG performance audit function valuable and utilized the audit re-
sults; (2) OSIG has been able to perform its performance audit function with adequate
independence—especially for audit topics selected by the chief of staff; and (3) the
performance audits more consistently include sound findings and recommendations.

RECOMMENDATION 12

The General Assembly may wish to consider including language in the Appropriation
Act directing the Office of the State Inspector General (OSIG) to conduct only two
performance audits annually in FY21-24. Each year one audit topic should be chosen
by the chief of staff in consultation with the governot’s cabinet and one audit topic

should be chosen by OSIG.

RECOMMENDATION 13

The Office of the State Inspector General should consult with the Department of
Human Resource Management to define a performance auditor position that more
accurately reflects the full range of skills needed.

RECOMMENDATION 14

The Office of the State Inspector General should consult with the Department of
Human Resource Management to identify four to six highly capable performance au-
ditors to implement the scaled-back performance audit program. Individuals can be
from the current performance audit staff and individuals hired under the newly de-
fined performance auditor position that have the full range of skills needed.

OPTION 1

The General Assembly could direct staff with the Joint Legislative Audit and Review
Commission to conduct a follow-up review of the Office of the State Inspector Gen-
eral performance audit program after F'Y24 to determine whether the scaled-back pro-
gram has been successful.
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Appendix A: Study mandate

Resolution of the Joint Legislative Audit and Review Commission directing staff
to review the Office of the State Inspector General

Authorized by the Commission on October 10, 2017

WHEREAS, it has been five years since the creation of the Office of the State Inspector General
(OSIG) as an executive branch agency; and

WHEREAS, the OSIG was created by consolidating a variety of functions that existed at other agen-
cies; and

WHEREAS, when created, the OSIG was granted a new function to evaluate state agency perfor-
mance; and

WHEREAS, the OSIG is statutorily directed to inspect facilities and providers; review and make com-
ments on Departments of Behavioral Health and Developmental Services (DBHDS), Corrections,
and Juvenile Justice reports and critical incident data; investigate state agency operations and evaluate
state agency performance; investigate complaints alleging fraud, waste, abuse, or corruption; and ad-
minister the State Fraud, Waste and Abuse Hotline; and

WHEREAS, the OSIG has full authority to inspect DBHDS facilities and mental health units in cor-
rectional facilities, but has less clear and more limited authority to inspect and investigate incidents in
jails and non-DBHDS state facilities where individuals are held under state authority; and

WHEREAS, OSIG’s investigative and performance evaluation roles create the potential for duplica-
tion with other state agencies that have similar missions; and

WHEREAS, the OSIG has authority to designate up to 30 of its staff with the same powers as a
sheriff or a law-enforcement officer when investigating allegations of criminal behavior; and

WHEREAS, the OSIG was appropriated $6.7 million (FY17), the majority of which was general
funds, and employs 33 full-time equivalent staff, and staffing has fluctuated annually; and

WHEREAS, other states use centralized and decentralized structures that feature varying degrees of
independence to perform inspection, investigation, performance evaluation, and fraud complaint re-
sponse functions; now, therefore be it

RESOLVED by the Joint Legislative Audit and Review Commission (JLARC) that staff be directed
to review the Office of the State Inspector General. In conducting its study, staff shall evaluate the
agency’s (i) role and authority in inspecting jails and state facilities where individuals are held; (i) role
and authority in investigating incidents in jails and state facilities where individuals are held; (iii) role
in performance evaluations of state agencies; (iv) sufficiency of staffing levels and staff expertise (v)
performance, management, and stability; and (vi) effectiveness, efficiency and independence of the
current centralized OSIG in general, and as compared to when its role was de-centralized in different
agencies. Staff shall make recommendations as necessary and review other issues as warranted.
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All agencies of the Commonwealth shall provide assistance, information, and data to JLLARC for this
study, upon request. JLARC staff shall have access to all information in the possession of state agen-
cies pursuant to § 30-59 and § 30-69 of the Code of Virginia. No provision of the Code of Virginia
shall be interpreted as limiting or restricting the access of JLARC staff to information pursuant to
this statutory authority.

JLARC staff shall complete its work and submit a report of its findings and recommendations to the
Commission by December 10, 2019.

Commission draft
56



Appendixes

Appendix B: Research activities and methods

Key research activities performed by JLLARC staff for this study included:

e interviews with OSIG, other state agencies, Virginia stakeholders, national experts, and
other states’ offices of inspector general (OIGs);

e surveys of OSIG staff, agencies subject to performance audits, stakeholders representing
the intended audience of performance audits, and hotline coordinators;

e analysis of data from OSIG and statewide databases;
e structured reviews of selected OSIG performance audits and investigations;

e review of other documents, including those by OSIG, other Virginia agencies, Virginia
stakeholder groups, and other states’ OIGs; and

e review of national literature pertaining to inspectors general or specific OSIG functions.

(See Appendix B of JLARC’s 2019 “Virginia’s Oversight of Jails” report for research relating to
OSIG’s responsibilities relating to jails and the state’s approach to jail oversight.)

Interviews

JLARC staff conducted 85 interviews during research for this report. Key interviewees included:

e OSIG leadership and staff,

e other state agencies’ leadership and staff,
e Virginia stakeholders,

e National subject-matter experts, and

e other states’ offices of inspectors general.

OSIG leadership and staff
JLARC staff conducted 41 interviews with staff and leadership at OSIG, including:

e the inspector general;

e the managers of each OSIG functional division; and

e staff or contractors responsible for the State Fraud, Waste, and Abuse Hotline; investiga-
tions; performance audits; Department of Behavioral Health and Developmental Services
(DBHDS) oversight; and administration.

In total, 23 current or prior OSIG employees (including contractors) were interviewed. Slightly under
half of staff employed as of July 10, 2019 participated in an interview with JLARC. These interviews
were used to understand the work processes used to carry out the agency’s primary responsibilities;
any changes to these processes since OSIG was created; and staff perspectives on OSIG’s mission,
challenges, and work culture. Interviews were also used to clarify the meaning of OSIG data.
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Other state agencies

JLARC staff conducted 28 interviews with eight state agencies other than OSIG. These interviews
were conducted for a range of purposes.

e To gain information on OSIG’s performance audits, JLARC interviewed two representa-
tives of agencies that had been the subject of an OSIG performance audit.

e To obtain perspectives on other agencies’ approaches to conducting investigations, or per-
spectives on OSIG’s investigations and hotline, JLARC interviewed the Office of Attor-
ney General (OAG), Virginia State Police (VSP), Department of Health Professions
(DHP), Department of Juvenile Justice (D]]), and DBHDS.

e To enable a comparison of DBHDS and OSIG’s activities and obtain perspectives on
OSIG’s DBHDS oversight function, JLARC conducted 18 interviews with DBHDS staff.
These included interviews with four deputy or assistant commissioners and four divi-
sion/office directors.

e To understand OSIG’s quartetly reports regarding DOC and D]J]J incidents, JLARC inter-
viewed representatives of DOC and D]JJ.

Additionally, JLARC staff attended a meeting of the State Board of Behavioral Health and Develop-
mental Disabilities Services.

Stakeholders

JLARC staff interviewed five stakeholder groups who represented recipients or providers of DBHDS
services: Mental Health America of Virginia, the disAbility Law Center of Virginia, the Virginia As-
sociation of Community Services Boards, National Alliance on Mental Illness—Virginia, and the Arc.
The topics of those interviews were their use of OSIG’s DBHDS oversight reports, understanding
of its complaint function, and opinions on OSIG’s role.

National experts

JLARC staff interviewed experts from five national associations or federal agencies. The Association
of Inspectors General, Government Accountability Office, and National Conference of State Legis-
latures provided information about various approaches of inspectors general across the state, best
practices for performance audits, and best practices for fraud investigations. The National Association
of State Directors of Developmental Disabilities Services and National Conference of State Legisla-
tures provided information about states’ oversight of behavioral health and developmental disabilities
services.

Other states

JLARC staff conducted interviews with OIGs at four states with statewide OIGs: Georgia, Indiana,
Louisiana, and South Carolina. These states were selected because of the diversity in the age, size, and
mission of their inspectors general. In all four interviews, at least one participant included the inspec-
tor general or deputy inspector general.

Additionally, JLARC staff interviewed a representative of another state’s DBHDS-equivalent to learn
about its oversight of behavioral health and developmental disabilities.
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Surveys

JLARC staff developed and administered three surveys for this study.

Survey of OSIG staff

A survey was administered to all OSIG leadership and staff with the exception of the inspector gen-
eral. Topics included OSIG’s management of employees and job satisfaction. It also asked specialized
questions about the work of the performance audit and investigations divisions, because those were
the only two divisions with enough employees to assure anonymity of responses. Of the 30 employees
to which the survey was administered, 28 responded, a response rate of 93 percent. Information from
the survey is used in Chapter 2.

Survey of internal audit directors at state agencies

A survey was administered to the internal audit directors at 32 state agencies and higher education
institutions. The survey included questions on various aspects of the State Fraud, Waste, and Abuse
Hotline, including:

e OSIG’s screening and referral of allegations submitted to the hotline;
e OSIG’s overall administration of the hotline; and
e the usefulness of OSIG’s hotline guidance and technical assistance

Representatives for 19 of the 32 agencies surveyed completed surveys, for a response rate of 59 per-
cent. The survey is used in Chapter 3 of the report.

Survey of agencies that underwent OSIG performance audits

A survey was administered to the leadership of 19 state agencies and higher education institutions that
underwent OSIG performance audits between 2016 and 2019. The survey included questions about

e how a performance audit by an independent entity could benefit the agency;

e how useful OSIG’s findings were in identifying opportunities to improve the agency, and
the reasons any findings were not fully useful;

e how useful OSIG’s recommendations were in identifying strategies to improve agency per-
formance, and the reasons any recommendations were not fully useful;

e the agency’s experience working with the OSIG audit team; and
e any suggestions for improving the usefulness of OSIG’s performance auditing,

A total of 17 agencies completed surveys, for a response rate of 89 percent. The survey is used in
Chapter 5 of the report.

Data collection and analysis

JLARC staff analyzed data from six OSIG and the Department of Human Resource Management
databases.
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Turnover

JLARC staff obtained data from DHRM’s employee and transactions databases to calculate the annual
voluntary turnover rate for each agency between FY13 and FY18. OSIG’s voluntary turnover rate was
compared to the average and median annual voluntary turnover rate of (1) all state agencies and (2)
agencies with at least 15 to 100 employees during the period studied. For this review, the voluntary
turnover rate is the total number of employees who left the respective agency for reasons other than
retirement, long-term disability, dismissal, or death divided by total number of employees at the end
of the fiscal year (Chapter 2).

Staffing

JLARC staff obtained OSIG’s internal human resources data on all employee actions (e.g,, employ-
ment, terminations, promotions) since FY13 (as of March 22, 2019). This data was used to analyze
changes in the number and allocation by function of OSIG staff over time (Chapter 1).

State Fraud, Waste, and Abuse Hotline and OSIG Investigations

JLARC staff obtained OSIG’s database of allegations submitted to the hotline since the agency was
created in 2012. The data were used to analyze the

e types of allegations submitted and state agencies represented,
e the percentage of allegations that resulted in investigations,

e the lengths of investigations,

e the outcomes of those investigations, and

e any differences between hotline investigations conducted by OSIG, agencies with internal
audit divisions, and agencies with hotline coordinators.

JLARC staff also analyzed OSIG data on investigations conducted by the agency’s law enforcement
investigators, including the types of allegations investigated, the lengths of investigations, and the
outcomes of investigations.

Structured OSIG document reviews

JLARC staff conducted structured assessments of OSIG performance audits; investigations by OSIG
staff and other state agencies for allegations submitted to the State Fraud, Waste, and Abuse Hotline;
and DBHDS oversight reports.

Performance audits

JLARC staff conducted a structured assessment of a subset of seven OSIG performance audits. The
audits assessed and the methodology used are described in Appendix C. The purpose of the assess-
ment was to determine the extent to which OSIG performance audits were consistent with recom-
mended standards for effective audits.

Investigations
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JLARC staff selected investigations conducted between 2017 and 2019. Investigations were selected
to ensure a mix of outcomes (allegations substantiated, not substantiated, not substantiated but rec-
ommendations made to strengthen internal controls), types of allegations (criminal and administra-
tive), and—for hotline allegations—investigations conducted by agencies with and without internal
audit divisions.

DBHDS oversight reports

JLARC staff reviewed all formal documents produced by OSIG’s DBHDS oversight staff for the
purpose of analyzing the frequency and subjects of recommendations. These documents consisted
of published reports and formal letters or memos that were not published since OSIG’s creation. A
limitation was that OSIG does not retain reliable records of unpublished DBHDS oversight write-
ups (particularly reviews of individual complaints or incidents), so there may be additional documents
containing recommendations that were not known to current OSIG staff and thus not provided to
JLARC. JLARC’s analysis of the entities to which recommendations were directed is summarized in
Chapter 5.

Review of documents

JLARC staff identified and reviewed a wide variety of documents to inform its study of OSIG, in-
cluding:

e agency-wide OSIG policies, publications (e.g., annual reports, workplans), and organiza-
tion chatts;

e policies, processes, working notes, reports, publications, internal communications, external
communications, workplans, project plans, and EWPs of particular OSIG divisions;

e Virginia state statute, regulations, Appropriation Acts, and executive orders;

e publications by other Virginia agencies relating to OSIG’s history (including the Auditor
of Public Accounts, Office of the Attorney General, and Governor's Commission on
Government Reform & Restructuring) and staff qualification (the Department of Human
Resource Management);

e publications of policies of Virginia state agencies with comparable responsibilities to
OSIG, including the Office of the Chief Medical Examiner and Department of Health
Professions;

e publications about behavioral health and disability services in Virginia, including the disA-
bility Law Center of Virginia, National Alliance on Mental Illness of Virginia, DOJ settle-
ment agreement Independent Reviewer, and Joint Subcommittee to Study Mental Health
Services in the Twenty-First Century;

e DBHDS policies, staff guidance, strategic plans, annual reports, and other documents per-
taining to DBHDS’s oversight of facilities and services; and

e documents describing other states’ OIGs, including their websites, annual reports, specific
investigations and audits, statute, and regulations.
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Review of national research

JLARC staff reviewed and synthesized publications by federal agencies as well as national associations,
advocacy groups, and other national entities. This included a review of the documents nationally rec-
ognized as best practices for OIGs and other auditors: (1) “Quality Standards for Federal Offices of
Inspector General” by the Council of the Inspectors General on Integrity and Efficiency, (2) “Princi-
ples and Standards for Offices of Inspector General” by the Association of Inspectors Generals, and
(3) “Generally Accepted Government Auditing Standards” by the U.S. Government Accountability
Office. A 2013 study of state inspectors general by Connecticut General Assembly’s Office of Legis-
lative Research and a 2015 article entitled “Crafting accountability policy: Designing offices of inspec-
tor general” published in the Policy and Society journal (Volume 34, Issue 2) were key resources on the
variation between, and history of, OIGs.

For its review of OSIG’s DBHDS oversight function, JLARC staff reviewed national literature on
standards for behavioral health and developmental services, including publications by The Joint Com-
mission, the Centers for Medicare and Medicaid Services, Administration for Community Living; as
well as the Offices of Inspector General of the U.S. Health and Human Services, Department of
Veterans Affairs, and Department of Justice.
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Appendix C: JLARC assessment of OSIG performance audits

JLARC staff conducted a structured assessment of a subset of seven OSIG performance audits (Ta-
ble C-1). The purpose of the assessment was to determine the extent to which OSIG performance
audits were consistent with recommended standards for effective audits. JLARC staff selected its sub-
set to include audits recently completed as well as older audits to determine how the quality of OSIG
audits has changed over time. JLARC staff also selected its subset to include audits identified as more
or less useful by OSIG staff and audited state agencies.

TABLE C-1

Subset of OSIG performance audits assessed by JLARC staff

Performance audit Date audit released
Virginia Department of General Services: eVA eProcurement Bureau June 2019
Health and Human Resources Subrecipient Monitoring April 2019
Virginia Department of Social Services: Implementation of the Virginia Case Management March 2018
System

Department for Aging and Rehabilitative Services: Disability Determination Services Program February 2018
Departmen}t of SmaII.EUSI.ness and Supplier Diversity: Small, Women-owned, and Minority- December 2017
owned Business Certification Program Performance Audit

Virginia Department of Aviation Peninsula Airport Commission Oversight May 2017
Virginia Polytechnic Institute and State University Performance Review October 2016

SOURCE: JLARC.

Assessment methodology

To assess OSIG performance audits, JLARC staff developed an assessment framework adapted from
the Government Aunditing Standards developed by the United States Government Accountability Office
(GAO). GAO standards were adapted to incorporate aspects of peer review assessments conducted
by the National Conference of State Legislatures and the National Legislative Program Evaluation
Society. JLARC staff developed criteria for assessing five aspects of each audit: planning, written re-
port, research findings, recommendations, and documentation (Table C-2). For each audit, JLARC
staff scored each criterion based on the extent to which it met the criterion. The criteria across all five
assessment categories collectively totaled 100 points. The research findings were weighted the most
with a maximum possible score of 40. The written report received the second-highest weight with a
maximum score of 30.
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TABLE C-2
Criteria for assessment OSIG performance audits

Assessment criteria

Maximum score

Planning criteria
Planning documents clearly define the scope of the audit (6.08-9)
Planning documents clearly define the objectives of the audit (6.08-9)
Audit objectives adequately and collectively address scope
Planning documents contain a methodology designed to obtain reasonable assur-
ance that the evidence will be sufficient and appropriate to support the auditor's
findings and conclusions (6.10)
Planning documents identify the sources of audit evidence and determine the

10

2 = Satisfactory content
1 = In planning document

but unsatisfactory
content

0 = Not in planning

amount and type of evidence needed (6.12) document
Planning documents identify the potential criteria needed to evaluate matters sub-
ject to the audit (6.12)
Written report 30
Planning documents clearly define the scope of the audit (6.08-9)
Planning documents clearly define the objectives of the audit (6.08-9)
Audit objectives adequately and collectively address scope 6 = Fully
Planning documents contain a methodology designed to obtain reasonable assur- g _ g?;:ﬁy
ance that the evidence will be sufficient and appropriate to support the auditor's 2 = Somewhat
findings and conclusions (6.10) 0 = Not at all
Planning documents identify the sources of audit evidence and determine the
amount and type of evidence needed (6.12)
Research findings 40
Evidence fully addresses the audit objectives (6.58)
Evidence sufficiently and appropriately supports findings and conclusions (6.58) 10 = Fully
Criteria used to weigh evidence is relevant to the audit objectives and permit con- 8= Mos.tly
. . 5 = Partially
sistent assessment of the subject matter (6.37)
2 = Somewhat
Presentation of findings establishes a clear and logical link between a conclusion 0 = Not at all
and its consequences, if any (6.77)
Recommendations 15
All major research findings are resolved through a recommendation / proposed
improvement
Any recommendations made flow logically from the findings and conclusions
(7.28-29) 3 = Fully
Any recommendations made are directed at resolving the cause(s) of deficiencies 1 = Partially
(7.28-29) 0 = Not at all
Any recommendations made clearly state specific actions to be taken (7.28-29)
Any recommendations made direct practical actions with a likely net benefit (7.28-
29)
Documentation 5
5 = Fully
Supporting documentation (workpapers) is comprehensive and well organized 2 = Partially
0 = Not at all
Total maximum score 100

SOURCE: JLARC.

Commission draft
64



Appendixes

OSIG audits were assessed independently by two JLLARC staff. The two JLLARC staff each used their
own Microsoft Excel file embedded with the same scoring criteria and weighting, An assessment score
was selected using a pre-populated “pick list” for each criteria, which was then automatically totaled
to produce a category score. Staff also made notes where relevant on the scoring sheet to indicate
reasons for the scores provided. An example of an assessot’s scoring sheet is shown below:

Assessor #2 Scores

7

Maore: An audit can score a makimum of 10 points for planning. Each item in the planning category can be scored
s 0= Rlat in planning document, 1= In planning document, but oneatisfactony content, 2 = Satizfactony conkent

il Planning

Assesor notes

i |=Planning documents clearly define the scope of the audit [6.08-3] 2
? |«Planning documents clearly define the objectives of the audit [5.05-3) 3
i |=Audit objectives adequately and collectively address scope
=Planning documents contain a methodalogy designed ta obtain reazonable
azzurance that the evidence will be suffizient and appropriate to suppart the 1 Proposed Analyst Technique = review certifications, applications,
1 | auditer's findings and conclusions [6.10) regs, and vendors. Sampling
-Planning documents identify the sources of audit evidence and determine the 3
1 | amount and type of evidence needed [6.12]
=Planning documents identify the patential criteria needad to evaluate matters o Mo discussion of once conditions are measured, what they will be

subject to the audit [5.12]

compared bo

o —

More: An audit can score a makimum of 30 points for its weitten report. Each item in the written report category
1 |canbe zoored as 0=Mat at all, 2= Somewhat, 3= Partially, 5=Mostly, B=Fully

Assesor notes

=Includes a clearly-warded, concizse, but not averly simplified, and still useful,

“what 056 Found” section are bagically the recommendations,

2 . ; ; s .
3 | summary which are duplicated in the highlights section on the same page.
7 |=Infarmation in report is presented in a logical, understandable zequence 5 Sequence makes sense
=Infarmation in repaort is presented using language and approach reazonably 5
i | accessible o non subject-matter experts Giood background information!
=By conclusions can be logically inferred from individual audit findings and 3

1 | sufficiently address the overall performance of the agencylprogramifunction being

-

sIncludes relevant subject agency commentary on audit plan, audit findings, or
recommendations

Research findings
Mote: Anaudit can score 3 makimum of 40 points for its research findings. Each item in research findings
category can be scored as 0=kot at all, 2= Somewhat, 5=Fartially, &= Mostly, 10=Fully

Assesor notes

Didn't determine whether "SWAR certified vendors actually mest

«Evidence fully addreszes the audit objectives (5.53) 2 the program criteria” or whether "SWw A certification process
g produces accurate resulks"
A number of simple analysis that would give more insight not done
[&.g. controlling for employes tenure when comparing salaries,
«Evidence sufficiently and appropristely supports findings and concluzions (6.58] 5 estimating cost of leveling the salaries of the Four employees,
enamples of § amounts for fees charged and how much revenue
5] could be raized)
=Criteria used to weigh evidence is relevant to the audit objectives and permit z
T | consistent assessment of the subject matter (637
-Prezentation of findings establishes 2 clear and logical link betw een 2 conclusion 3 Weak consequences on the manual being 18 manths old with

and its consequences, if anw [B.77]

referencing the agency's old name and having broken internet links.

Mote: Anaudit can score 3 makimum of 15 points for its recommendations, Each item in recommendations
1 | zategony can be seored as O=Rat at all, 1= Fartially, 3=Fully

Recommendations (as applicable) ]

Assesor notes

Al majar research findings are rezolved through arecommendation ! proposed

3
3 |improvement
=&ny recommendations made Flaw lagically fram the findings and conclusions (7.25- 1 The recommendation to reduce incomplete applications by
4 213) charging a fee isn't wery logical. Report newer eplicity says why
charging a fee would reduce incomplete applications. = the
A recommendations made are directed at resolving the causels) of deficiencies application easy to complete, understandable, and only collecting
_ what's neceszany? Can't zoftware be used to only allow complete
[7.28-291 1 hat' ? Can't zoft b d to anly all et
50 applications?
B |-8ny recommendations made clearly state specific actions to be taken [7.28-29) 3
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After assessing the first OSIG audit, the two JLARC staff met to compare their approach and results
to ensure that assessment criteria were being applied consistently by both staff. In assessing each audit,
JLARC staff relied on the written audit report as well as audit working papers maintained by OSIG.
Working papers also were used to assess the planning for each audit and to better understand the
research findings and recommendations in where necessary.

After the two JLARC staff completed their assessments, their scoring sheets were combined and their
individual scores averaged to produce a final score for each audit, in each assessment category.

Assessment results

The average score for each of the seven performance audits is shown below. Each assessment category
is shown in the graph as follows:

Written report - Recommendations Documentation

Virginia Polytechnic Institute and State University Performance Review, October 2016

0 10 20 30 40 50 60 70 80 90 100

Virginia Department of Aviation Peninsula Airport Commission Oversight, May 2017

0 10 20 30 40 50 60 70 80 90 100
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Department of Small Business and Supplier Diversity: Small, Women-owned, and Minority-owned
Business Certification Program Performance Audit, December 2017

o

10 20 30 40 50 60 70 80 90 100

Department for Aging and Rehabilitative Services: Disability Determination Services Program,
February 2018

o

10 20 30 40 50 60 70 80 90 100

Virginia Department of Social Services: Implementation of the Virginia Case Management System,
March 2018

o

10 20 30 40 50 60 70 80 90 100

Health and Human Resources Subrecipient Monitoring, April 2019

o

10 20 30 40 50 60 70 80 90 100
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Virginia Department of General Services: eVA Procurement Bureau, June 2019
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Appendix D: Centralized inspector general offices in other
states

Similar to Virginia, each of the eight centralized inspector general (IG) offices in other states operate
a fraud hotline and investigate fraud allegations (Table D-1). Other responsibilities and authorities
vary widely. Besides Virginia, only one other IG conducts performance audits—South Carolina. Just
two other IGs have dedicated oversight of a specific government agency or program:

e Massachusetts’s IG operates specialized units to provide oversight of the state Depart-
ment of Transportation, Executive Office of Health and Human Services, and Massachu-
setts State Police. It is also a member of a state panel overseeing state-funded school con-
struction.

e Pennsylvania’s IG “investigates and prosecutes welfare fraud and conducts collection ac-
tivities for the public benefits programs administered by’ the state’s Department of Hu-
man Services.

TABLE D-1
The functions of the nine centralized 1Gs vary

Functions
Other Oversight of
Year of Fraud Fraud Performance = government- specific agency/
State creation?®  hotline investigations audits wide function program
Georgia 2003 v v v
Indiana 2005 v v v
Louisiana 1988 v v
Massachusetts 1981 v v b v v
New York Unknown v v v
Ohio © 1988 ¢ v
Pennsylvania 1987 v v v
South Carolina 2012 v v v
Virginia 2012 “ “ “ “ “
Total (9) 9 9 2 5 3

SOURCE: Websites, publications, statutes, and regulations of states’ IGs, as well as interviews with four states IGs.

NOTE: The table provides information only about states’ centralized IGs, and not about any IGs wholly dedicated to specific agencies or
programs. For example, information for New York refers to its State Office of the Inspector General and not its Office of the Workers'
Compensation Fraud Inspector General. The District of Columbia has a centralized IG but was excluded because it is not a state. ? If the
IG was created by executive order prior to statute, the earlier date is used. ® JLARC was unable to conclusively determine if this is an IG
function, but it does not appear to be the IG’s primary function. ¢ Information reflects the Ohio Inspector General, not the Ohio Legisla-
tive Office of Inspector General.
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Additionally, IGs can be responsible for other government-wide functions, such as:

e Training: Georgia’s IG provides anti-fraud training. The IGs in Indiana, New York, and
Pennsylvania provide ethics training. Massachusetts’ IG trains Certified Public Purchasing
Officials.

e Guidance: Indiana’s IG provides advisory opinions about ethics issues. Massachusetts’ IG
issues guidance on varying topics (e.g., audits, procurement). The IGs in South Carolina
and Indiana periodically issue reports describing patterns across their fraud investigations.

e Construction/procurement: New York’s IG monitors procurement and contract manage-

ment for certain construction projects. Massachusetts’ IG reviews public design, construc-
tion, and real property transactions; helps the state develop policies in these and other re-
lated areas; and operates a hotline for suspected procurement fraud.

e Miscellaneous: Pennsylvania’s IG is responsible for pre-employment background investiga-
tions for certain state government positions, including executive-level appointments. Indi-
ana’s IG collects state employees’ financial disclosure statements. Georgia’s IG oversees
sexual harassment investigations conducted by state agencies.

These nine centralized 1Gs were created in the last few decades and have varying authorities. Massa-
chusetts created the oldest centralized IG in 1981, and South Carolina and Virginia created the newest
IGs in 2012 (Table D-1). All centralized IGs possess formal authorities to compel information to
tulfill their responsibilities, such as accessing records and questioning state employees. However, only
four states granted law enforcement authority to their IGs: Indiana, Louisiana, Pennsylvania, and Vir-
ginia.

The jurisdiction of the centralized IGs is generally limited to state government agencies in the execu-
tive branch. Any jurisdiction over local government is typically through following state or federal
funding. An exception is the Massachusetts IG whose jurisdiction includes cities and towns. Addition-
ally, centralized I1Gs’ jurisdiction tends to exclude the judicial or legislative branches. Again, the Mas-
sachusetts IG is an exception (but lacks the jurisdiction to investigate the legislature). Ohio has an
Office of the Inspector General covering entities under the governot’s authority and a Legislative
Office of Inspector General covering entities under the state legislature’s authority.
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Appendix E: Agency Response

As part of an extensive validation process, the state agencies and other entities that are subject to a
JLARC assessment are given the opportunity to comment on an exposure draft of the report. JLARC
staff sent an exposure draft of this report, or relevant sections of it, to the Office of the State In-
spector General, the Department of Behavioral Health and Developmental Services, and to the gov-
ernor’s chief of staff.

Appropriate corrections resulting from technical and substantive comments are incorporated in this
version of the report.

This appendix includes a response letter from the Office of the State Inspector General.
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COMMONWEALTH OF VIRGINIA
Office of the State Inspector General

Michael C. Westfall, CPA P.O. Box 1151 Telephone (804) 625-32:
State Inspector General Richmond, Virginia 23218 Fax (804) 786-2341

WWW.0S1Z.VIrginia.gov
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September 10, 2019

Hal E. Greer, Director

Joint Legislative Audit and Review Commission
919 E. Main St., Suite 2101

Richmond, VA 23219

Dear Mr. Greer:

Thank you for the opportunity to review and comment on the Exposure draft JLARC report, Operation
and Performance of the Office of the State Inspector General. We appreciate the Commission’s goal of
reviewing the Office of the State Inspector General’s (OSIG) performance in meeting our mission and
mandates established in Code of Virginia Chapter 3.2. The report includes information and
recommendations that will benefit our office going forward as we continually evaluate how we can
improve and provide the greatest benefit to our stakeholders.

We appreciate your recognition that OSIG is a relatively new agency that initially had significant challenges
due in part to how we were created, and that we have stabilized and are building a positive organizational
culture. In spite of these initial difficulties, including considerable staff turnover, OSIG has continually
improved our audit, inspection and investigation efforts.

We are addressing many of the issues you identified during the review, and have already implemented
several of your recommendations. But we know we can always do better. This report, in addition to
information and recommendations from our current strategic planning process being led by Virginia
Commonwealth University’s Performance Management Group and an upcoming independent quality
assurance review through the Association of Inspectors General, will help guide OSIG’s continuing
improvement efforts.

We look forward to working with members of the General Assembly as we continue our mission of rooting
out fraud, waste and abuse in state government through our investigations; improving the quality of care
and investigating allegations of abuse, neglect and inadequate care through our behavioral health and
developmental services oversight activities; and making executive branch state agencies more efficient and
effective through our audits.

Sincerely,

Michael C. Westfall, CPA
State Inspector General






JLARC.VIRGINIA.GOV

919 East Main Street Suite 2101 Richmond, VA 23219
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